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Abstract

Abstract

The development of technologies and applications related to the Internet of Things,
social media, and e-commerce, etc. have generated and collected massive amounts of
the relational data, which contain objects that are naturally inter-dependent and have
long-range correlations and rich attributes. Thus, there is a great demand for efficient-
processing and knowledge-discovery for such complex relational data. Moreover, the
collective anomaly pattern mining and behavioral analysis in these situations have be-
come the core in many fields and applications, such as financial-risk control, network

security, and social networks; it also contains great scientific and marketing values.

However, researchers are facing a number of challenges for the massive relational
data, including the diversity of collective anomalies beyond outliers, the unify measure-
ment design for anomalies on the topology, the complex structure of anomalies in the
multi-attribute graph, and the scalability requirements for graph-based algorithms. This
thesis focuses on the collective anomaly pattern mining in the large-scale graph data, it
analyzes the complex characteristics and behavior of collective anomalies in different
data representation, and proposes fast, effective, and scalable detection methods, which
are applied to large-scale real scenes and used to spot some interesting and explainable
anomaly patterns with synchronized and lockstep characteristics, including collusion-
type of fraud, malicious attacks, academic collaborations, etc. Main contributions are

summarized as follows:

Firstly, proposing a vision-guided collective anomaly detection method in the graph
feature space. Based on the node feature representation of large-scale graph data, one
constructs a histogram for correlated features to show the distribution and aggregation
properties of nodes of non-Euclidean space, and analyzes the collective anomaly pat-
terns corresponding to the micro-clusters. The proposed detection method, EagleMine,
identifies the clusters in the histogram, and describes it with a vocabulary-based sum-
marization model and statistical test. Experiments on the large real-world data show

that EagleMine recognizes clusters that are consistent with the visual recognition of the
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human eye and describes the histogram in a more concise manner; EagleMine has better
performance in anomaly detection than the graph-based detection methods; it can also

be used to detect synchronous fraud-retweeting behavior patterns in retweet-events.

Secondly, proposing a unified detection method based on spectral theorem for
the dense-connected anomaly pattern in the graph, which studies the different dense
subgraph detection goals in various backgrounds of the graph and related collective
anomaly behaviors. Based on the theoretical analysis and comparison of some problems
closely related to the dense subgraph detection in various practical scenarios, including
the MinQuotientCut of a graph, community with sparse cut, contrast dense subgraph
detection and suspicious densest subgraph detection, etc., the thesis proposes a unified
problem formulation (GENDS) for generalized dense subgraph detection, analyzes the
optimization properties based on spectral theory, and designs a fast and scalable detec-
tion algorithm SPECGREEDY based on the properties of the large graph. The experimen-
tal results on 40 real-world networks show that SPECGREEDY runs 58.6X faster than the
baselines for the densest subgraph detection and achieves subgraphs with better quality;
the SPECGREEDY algorithm is linearly scalable with the size of the graph and spots the

sudden-appear collaboration groups in a large time-evolving co-authorship network.

Finally, proposing a hierarchical-awareness detection method for collective anomaly
patterns in the attribute graphs. With the sparse tensor to model the multi-dimensional
correlational data and based on the unified formulation for the density of subtensor and
the dense subtensor detection problem, the thesis proposes a novel framework CATCH-
CoreE to fast and effectively detect the hierarchical dense subtensors, provides the evalu-
ation metric with the principle of minimum description length. The experimental results
on the large real datasets show that CATCHCORE has the best performance in detecting
dense subtensors and anomaly patterns; it can identify explainable hierarchical dense
anomaly patterns more accurately in real scenarios, such as social networks, cyber-

attacks, and research cooperation; and it is linearly scalable to all aspects of the tensor.

In summary, this thesis explores and analyses the collective anomaly patterns in
large graphs from three aspects, i.e., correlated feature space, topological connection

structure, and multi-aspect multi-layer structures. Also, the thesis devises efficient and

v



Abstract

scalable detection algorithms for those patterns, verifies their superior performance on
many large real-world datasets; it also provides semantic analysis and interpretation for

these detected suspicious patterns according to different application scenarios.

Keywords: graph mining; collective anomaly detection; pattern recognition; algorithm

design; complex behavior
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FlEL B % R AE M AT X R R IR 69 S 5 4T A AR X 72 A A AU RE AR S H Al
i BRI R AL [R5 2O Se 7 5, s et I BABME SR,
FE9E S AR SORRFAE

BEAL, Bt ox P Hodts A i SR (] 2R SR o, AT DL P B 2 P
R AT R B K IR SR IBC A 15 5 R eSS MR BE ORAIE [3]. SRS
ISR LA U K, 301 Facebook Youtube - & f ) 7 #0885 20 1213, Amazon
M SO 5 AC RS 3T R 10427 s E — AN R R AN o) S,
FERHL A AT I 18] 75 22 310 124F, RIMEAED: 10 Ji{e2n ALk E 100 26
PLE BTG 24T 3 EMINa], X BN ARSI AL, KRR S IR Xt 5
IR TSR T SN Bk .

1.3 AXHEETE

B EIR B, ASSCHE 7AW SUN SR, R TR T AR T A AR 5%
Ao WS TASC TR TR SR AT SO, A T SO E AR ABE S .

BT $a KR https://datareportal.com/
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131 WRAR

RSCT AFT T AU SR o 1 B B R R, BT ILTE R B
A T OB AR RIAT 2R, VLB Ty TR AR I TR, 3K P T 52
S5 o R B 4T ROARRE . BRGSO T 9 B 0

L B A P 0 MR TR SR AR R BT LA AR A A R 1 2
7k ZERR A AP0 R 0 £ 90 1 R DU TSR, DR B B R 45
b AR BT 1 A OBV S Bt

2. JAMATEEEH b a0 E T MR BRR  BAEARIR R o DL
T R MR R IR R, LG T Ik 77 R h 53 5 ST
SRRV, B R AR

3. % e T K S A BEAR S A TR R R
SR b, B2 TR 1 S e AR O AL, $R 50 LA 4
MR R UAL BB B R, e A s R T B0

BEAN, SCARBOBE TR 3T ATy TR BV U5 B 52 B S AT o et
B SR IO SRUT, TERANE . 2R AR, WS . %I S 2
S BRSO b, PRI B O MERE S AT IO, ISR 5
255 T M 9 5 6 A AT 90050 40 W AR
132 WRARIER LRI

SR A P Kl v ) SRR R A S AR, T ORI FE AR 23 i A=A
AFTTH CRIAHSRYERFIE . IhINEREH . Zoo/RIRER) MR, EH
A T ST TR R =TSR . BRI AR A
HOEMEANCR, FHESME BT 1A R SR A TR A A

e ] B g e SR S R S DA R SR U 1 AR R s O AR B
HAMMT ARIR GO ERHIE S [ 852 1 BT B R IER B, XS R A
BRI bRl RER BN 1 I . BT D9 ERE RO AR B M LERE H dx
M O HERE AT REA S . HARX A —ERE D &5, Rl 28y
NS AR EINAER, RAh 1 R A P s S BRI A Ak
BEAIAS 25 T G0 — TR A HE SRR I S35 11 5 2 P 5 28 G P 3t 73 i A
IR Z PR S (e . Rbeis. mhBIES, —ERE L
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#1E 5

itk 7 BT )RR B AR S e S 2R, T3 T PR o A ) B O
UE 7R AAERA I, R AT AR B B e A, IXRRRE T VE AN RE AR ) )
By A6, ZJRIEER AN R R EEE EEESY R, KRR R IR
AR E YR M 7ok B 2 4EEEE R EM R (AR
Peo RIS DL INEE S R, e @ K & e R MBS T Uk
KR, TR SR B — ) Fr B o 1 R G 2 JE Al ) 4 SR AN — e AT A [R) 10 F
fif CFEERE TR FER I TERZO; Ak, ERARIF gk 75N
SR PG RRIE, RS F] 5 AN [F) T AR AR 4 - BRI i B S L [ B A e
B, BT IR R S s AR WU B2 R 008 oy 28CHE A b 3R AT KR 22 24 50408 4
AR A o

PR, X =ANEE N ARAERE R R L DU 20 45 77 T R A L IX 31
NEEBR, GRS T AR BB i SR SR R A e O Ul L v Rk
AN S R 74
133 ARXFETE

BN FORBE A, ASCI T TAER B TR A

1. BRMIEZE B 2 T3 5 2 B R R A R H AR

N Tk U ORI A 1) 52 2% 32 e A I ) v ) R 0 AR TR B P AR A S
HAT NI, FE3 T35 R AR RO R R B R T, A 2R &1
Yk (B ) AR OGRS MG, LB A R ) B K O AT R B
AREENVERT,  FFARYE DA 2544  AQSR IR 3 5 o A il PRl A S A R AL AT B 57
R (nAk XS54 VRS SERIPMESE) S5 07 T BURRA R F AT 8 . 4 BT
PR 7 AT R 2, ASCIR T 3 A6 51 2 AN 5592 EagleMine SRR 5 A
AR R AL R R R . BT BAT 2R R IEA water-level
tree 4514, EagleMine DL ALK 77 ORI E T B 26 1%: HIZE TSt /A
T AR 2% AR AT i 4, MU ST HR IR W S5 M BEAT IR R Sl DA e
T BT R AR R A & X & 2RI BEVE 2 &, EagleMine REWS
WU ) S W AR S A o FE U Al B SR IG R, 2 T T iR RE R L A
AAFNX 73 FE 1) 2 iR R0, BEWS IR 2 5 N IR IE 12 0 45 SR AH — B 2K
7%, WA BT B )L S RES A5 B TG R s ARV N SIS e e P e 1
R seds T, Bk T BagleMine £ EIRF AR T AR DN BEDE T2k - I kg e 00

7
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Jiiks WAt EagleMine 53238 n] Y TAG N I Fr 4% i A v () [R) A2 B AT

2. SRR B R R F G — EER N EE

N T BRI 7 8 8 L IR R e, A TT T BRI AN A H
PR 55 o DA 5 1 L DR B 08 B SR SR S B A4 S 5 AT e U 1 AL
R o A ST NBR TR 73 BT B0 1 EE AN B 1 ¥ 22 SE Bz 5t b 5 00 % 1 TR ARG 2%
PIAHC I — e im) i, 05 B RS/ MRS #R ORI AT R 7 e nI e+
PSR TCHI RN 4R T — T 5% 7 BRI 48— T2 U HESE (GENDS),
M R RIS B B0 1 A M ot 5 R R AR AL, 455 D00 RIS T 1 — MR8 =
Rl 5535 SPECGREEDY AR R IL) SCIJH;  FFAE 40 /> B A [F) Uk ) 35 &1 5
i AT T T2 SR . SRR A R R, WL HAR B Uk, AR B A T B
W SPECGREEDY 325 AR Aor il i B 42 w57 58.6x i H.A5 2 HLAA %5 FE 51 KBl b
[F ) TSR Ak, SPECGREEDY 5k faE B RN ME T R 1) JFAESE
BBt v P TR A e DAIE B 1 B0 A R AR OIS B I P T) AR A Y
FARILFEE P28 b R T R 450 S R .

3. ZRIEEP B REWBRAMRRA R E K

BEXS R B 2 o I A BL L e WA S 25 H B0, AR S 7e 1 AE
Z JE L EE 5T 2 4B RN L L B SR I B e 1 AT 9 U A
I VARG oK A 2 4 SR IR, A SRR —FB BUMEZR CatcHCORE, BEW XY
AR 25 1 7k B AR ) S HEAT s M a3 AT, JFAT R0 R B T e 5 g R 5 2
LFHEAREIME AR TRk EAR R SO e SR S IR T R A
Tk R T OB R A T S B R — 2 B AR AR, RIS 4R
ZHCE AT RN, BRI R AR DL EEAT, CatcHCORE i
i JEZ R A B A B 7 R B 2 R ) 7ok, BRI S AT g
YA IRIIE: &)E, 4 7T R/ mid K N MDL f1E fiabr ok [E 24
IS5 R, I DA B e P 2 R AR 2 B o B RO L S8 dle | Y S5
25 KW, CaTcHCORE TEM % 5K FAG P A e 1 A5 = 1R ) 8 1 B AR T H
AT LT LE 773 R, CatcHCoORE BEW8 5T I AE b iR 7 H B mT g M i)
A, AR AT BRI AOOC RIER . 7 B IPERY I 28 A\ AR Brilii 2 LA A DBLP
 BA R ST AR RIT 2R B SRR 70 . Ak, CatcHCore K
SRS TR E & DT TR bR MRS, DRAE T HOE . AT R AR A L g
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1.34 EAHEZ

X, FATgs oA ) — SO BN S B .

& (graph): —/NEEFH M % (network) & H T X £ — MR . 2
2L, —AE G AMESIA TR (V,E), Hi E A iR R RS
V FHRITCER. V PRDITTERA DT A, E PREDNICEK e = {u,0) N R
u,v €V Z AL . B, fEEhrigsrh

o HAMZG: TRV RN THF, 4% E RRMATZ BRI KRR

o WA, AL V RN FNLEL 1P Hhbk, 144E E o8 1P 2 [H] (5
(HTTP V5 i) . BB,

Z#BE (bipartite graph): X} 743 5€ K& G, 1R AT FUEERT 7 A AMEAL
NSV MW, 15 ¢ PR FIERTA v Ay fNEADS W i s, G
PR =3B . BIAN{E R R 55 SEbrig e, BT AL v M w 5o P
AR, 105 E FRoR ORI 22 8] I SE P4 2k &R

4R/ (neighbor). FBE (degree): 47 i u Fl v Z [AIFFAEZE ({u, v} €
E), WIFRu 2 v W— 408 (8w 5 o AR SHME—T1T 5 v, KA ERR
NNy TR o B E SCHHA R (N,

T & (subgraph). H (clique): Kl ¢’ = (V',E") 2B ¢=(V,E) lI—1F A,
WV cv HE cE; WRV B—NTEV 22—, WV e im
O E i — R, Moy 0D,

S HFH (induced subgraph): 45 — 1K ¢, AT HATHEV MsETRE
G, ERH VAN R GHER V! P A E LA K.

KB (tensor): — MK ERIRNEARM — N2 HEEH, —DIKERIM (order) (12
PR A2 (mode)) FE IS HAEE RN —A N Bt (N-way) 1. K/NN T XX Ty
WRFRN X, SREAEEN x, o EH n AR, WEUETE R (1, 1,),
I, NE n B[1) 4 & (dimension) K/No 24 N = 1 B, X K2 —4E84; N =2
i), X RO e . skE LU B B s KRR e ), EL B Z )R TER
I LA 2 4Eik . WnsEbrig st

o AWML : —A 3BrTKE X HSAME 3 ARER A, AR ] D Ly
AR x; o BN i D NEE i NNAESS i D RO TR, B, =06

1ini3 11213
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o WML A — A 4HITKE X KIS M HIARERIPs, 1Ps, Vp i F1 I A #E,
WFEA I SRAR x; 5 R 500 A TIPS iy A TP JEILE iy P IAESS iy AN
EIP=¥EAVAN S LEE 72

o HITRIS: — A 3HHTKE X K& AL, wiah Al
HABISEE x; ) RN 5B i) AHESS iy I SE T3 iy AR

FikE (subtensor): W —4 N FrikE Y & N k& X 1sk&E, WY 2
W X P RFELY) AR, Hg, N BrkE YA s R
ROFE (N - 1) Briks, 55 n BU) 2l B e 5 n MER G152,

PRI, 22 e A 7 oM B A S R R R SRR (XA T2 1R A7 A
Uty I LT SO GHRBOUN, —FHEFM .

BHERH (collective anomaly): s o AH X BN K 45 B AT 7t 5 M 3L 0 Sk
BlSEE: BB RIS AT B IEH KA, 24 Sl [RI H B0 SR BN 5

REMBERE: BA (B50) HEEFERI AT, HARRIDERX
AR BT AR A [RIAPAT AR, AESEBRN 37 oA A R B SCRRRE

A b B SRR R o T AR B s 2 T B SRR IE B 2 4E
S (%) HNERRE R E S 7 B DAL 2 e B s e sk AR T i) 75K & (1
o) S, RS R 0 e AT TR A U B AT AE 0 A, T e — 2R
BHABEME AR, HAESERRY 5 b RAS A B S0, BATRT BERS B
AEH X S5 . AR ERVEAT 95

1.4 RXRYLBLRLER

AU ENEAR, BNETRHAZHLT.

BTG, RGBT AR B HE AR S AR U2 A R F AT
TORAME R S, B 1 AT S AR P s kA SRR B A T ARSI T
PRATEEE DT AL, XA R M A 1 U

S BN S AU RT B R e T FUREAT SRR . B, R E ORI
JFGHAT T G HE, X R A I T T T e B T ARG, DX B
S AL T R I SEABGR A SN B i S 5 T EAT 1 VAN AIEIR s 2R )5
L ORTE TR WA BT 2y, b T IR R A0S . SR A I Fr) B A
AR AT B, JFX A 1 S R iR AT 1R, AR B L Ay

10



Jafi3

#1E 5

BRI RND THREAR; &) 5A I AT TR LR 4

5 = FEREFT R R AR A () op e TR 51 B SR AR R A R WA . AR F
SR I I B SR AE A 3 B B AR T AT AR A2 i B S AL A AR
Ho R T EIT BB AR, BEE T AR TERCR ;. R JE AR S
TARBRIMRII T A SH TSP RS B )5 Egn it
T AT 1) BagleMine 5%k KBRS £ 2 A KB L S0 B 5
R VE REANREAA S R ISR BEAT 1 30E . PRAE AN A

SRR A R S R W R — BIER I R k. AT g efd T
M - PR I 1R R AE 32 B S o5 R B 2 BRI 2, B R T VA AT T
FEA T, RS TARRERB T RR: RIENA T SART AT 7T AR
BERE; BEIESAH T R T IR GenDS e . g T 5 HAth A ¢
[ BRI O G s fE4T H GENDS [ 8L IS VE B B et 2 5, fiik T
AR SCHR ) SPECGREEDY iy Ukl 53k S AR FE 43 #T s e Jm A6 K B S B4 1
WAIE T EEAT I B TERE . 0B 1 SR A IR S O ) 45

5 R E AT 7L 2 JE PR 2 R R R R S AR R I . AR e iR
A ok AR TR I R SEBR R S AT T IR RN 2 B B A AR MR L A
TVERGE AT IR FURCR s IRJE XA B A S HIWT 7T VEREAT TR s R4 T
Dk E RN ZAECRNM S SRR, R 7 &R% T RENZ R T
sk B A AT A8 Ui B S VEGRAIR T A SCER 1 CatcHCORE Al 5
s BJGIEZ AN ESLEWE X CatcnCore SEFIPERERT T I8AE, FE0MT T1E
ANTR] 37 55 o B M B A S AT O I 4

SN TR AL G AT TAEHAT T R 4h, MR T A ST STk A Gl &, Jf
XFARRA T TAEREAT TR EE
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52 T ARBUR SR TAE

F28 WRIREBXIE

SRR AR 2 BT N AN S - AE R B SS, M
MG, el 24, SRR, AR, YR A2
HLT T 55 LA K 2 R AT D B30 S 5 PR S N FH V08 Jee, A e S IB 2R T et 1) 5
R EL AR 51 T RKRHI R X TG . To&ii B 2 4 R 0E AR LI
SISO, B0 10 58] 2 AT AR AR B AR 5 1 i e HoAth = 45
B, Wl R TRk, IR AR T VR 2 R IR R AR U

EARFER, HRAGHELE | R ENRHIE. SHRMEIERSR, 2o 73
I b A R BOR B FEAB NS R PP bR AESS s 2 JE B xSl i1

R, SO 7RSS Pk, R AR ST T R R BEAT SCRRZRIE

2.1 FERNAMRSHEE

WA HYE, “SREHEARM” (anomaly detection) H fI7E T K ILEKAE F 145 &1
24T A (ARARRE) B9 X X B “ARbR AR I8 W0 E AN A L e
F % (anomalies)~ # B % (outliers) ~— B MM (discordant observations). )
It (exceptions) % #5 (aberrations). %% (surprises)s 4%k (peculiarities) }% 75 %
(contaminants) 55 [4]. EF WK SCHER PG B2 B2 FF A0 & 28 8, ARIX
P T B ). o, SCHER (4] 6 R Al i 7 REEER TR AREI
PEBURIRRAE . 1)@ S R 3 58 77 T 1 VR 7y 2R, FF 0 i 1 #3001
TR ORI B AR X0 55, 4R M 1 X0 #5307V S AP B
2.1.1 faR “BE”?

IR BTG BT S R ) e ) T R, (X SO ME— ), B
W CRET BRI RS SRR AR, 1 RA RS E BT CEL
FE AR T L E SO B A WA R SEBn 7

Hawkin [5] - 1980 £E 15 R4 0 T R AHIE XL, HAid oy
& X 2.1 (Hawkin X 257 S 5E X, 1980). “ An outlier is an observation that differs so
much from other observations as to arouse suspicion that it was generated by a different

mechanism.”



DRI P Bl 1 SRRV A e e A a2 0

AR, Hawkin 45 H 1R & —FhlE R — i se SOMIBES:, e bt A 45 0] 2 P A
P55 1A — A TR e o DRI, AEAS R BN ORISR S2 A H, S 8 A i i) A7
16 FREN ) 58 SCRFRIE , 14 B 2 (outlier) 5% (anomaly). ## % (outbreak).
FifF (event). K (change). HRVE (fraud) 5555 . BOR S 7 A 1A J5E I8 AT R % AN AH
[, ABH A — AN L ERR SAE TSI T A # R U2 AR 1Y (interesting); /S
BA— @R EMAE, HRH R “BRYE” (interestingness) BG5S iHAH IS
S HRE I CBEAFAE o BCHR A2 10 S R AT 55 KF B2 (R Ak 22 I FH 3 S 4 - 5
WU 25 o B T B = A 1 7 i IR A a5 R K SR B R E A R ARV
179+ MRI EUG BB MR 545 A% R3S I 7 5 (5 5 DLRR AR IR RS o S
M &R G0 1 %

A=A ZHKHIEG R “# N (novelty detection), FH I7ET A&
e P Z AT AL 9 B A LAY B K, B A IEE S B AR
Bt o DX T AR, XM A B A A R I S 8 2 O IE B A —
NS5 JEE T (4], SRR AR TR AR, RZIMA [6].

2.1.2 FEEMBLE

FERTHTTI SCR R E L X N L% e Bl S ) S Aer I D75 252 TR A E
SCEIEHE AT X, SR AR B A e T IR DX HE S A RO
ESERRr TP AL S8 B A AAAE A 45 4E, (T4 0X — fi BRL 4 1) R AR AT
AN 75 92 T I 2 0T PR3 R A 1 22 B[4, 71

BI5GB SR E AN A RAS B, LR R VE RN T N R LA T

1 e FEse e SCIEH XKEARH IWXE, 1 HIEW 557 W47 AL A A
K (RN AR 22 Uk b IR W AT AL T A2, SBCERTON R IER AT S
ARETEARRIFAEAT RN

2. ANIR L YA A R U () 5 S R AN, DI AN — R & 1 B
TR MR EA ;B THUR AN SRR 2SR, BIEE X A Ao
FAAEAR R ZE RN E Lo U0 B2y SO 1 552 17 32 6 0 NS e sl (R AN TR BURR S 5

3. BT AEE RS A, AR E LS. H s
5, JCHAEAREHE T, 2B T IR W A AR s L2 O B iR E R
Tt Ja BRI o dr il BE VAN s X OB EAT N AR IRV R R, M2
SRVE B AR AN S5 0 AR IR B2 5, 2 e e 4 AT SRS B Dy 28 s A1 3 AT O DAk

14



52 T ARBUR SR TAE

WERTIN . DRI, R S R Bh A IE MR Bos I A A BB
4. FHTE SCHB A IR BUS I “ffRe 7, TRt 2ha 45 2R B BUL
AIERENE, X ARHH AR AR A AR SR A, SR IE I P R R A R LA
RUMERE PR Hr Behh, fERRE R R A “RITA” Hl G
BLOETESEHE U 0 ATV DA R EOR BARTERER b, (HRE R 2E X
e B iIVE P ] id= S E N S M A el B SUAYSEN (3 RN Y €
5. SO TR I ZR . AR RIAR S, H T ahBuEbriE e Rk, [
I N CAREAFAE MRS A 22 s Tl bniE B B 52 BIR 22 R 52, RIEAR R
HHRAEANF T S MRERERBA—EME, RN SRR AR
6. S ™ EH AT H o iR 22 R B A AR @ H RN SR
FE BRI T 7 BUAR D, [R) I A AN ] R P XS L 3 A AT R AR ) iR
AR AR 7, B v2 W e TR e 97 451 F) e s B R 55
BEAh, Xl R AR5 T, KEAE B PSS R X R AR
AR, R B AR PR AR TS T R A BN S R I TR AR R R . e,
1 BB G S0 BEBORM R AR, AR A R e K
RH N, I HAERE R A 2 WalHT. Wkt g 4 b g
FP AR . PRIEE K M 2 B EE . &RhAZ 5055
2. HIEA: BHRENMKREZHAL, xR, TRt S AR
RBMKR AR W RAELEYE (U0 3R S %R I TR ERAIE 73) 5
I PR AR, SEAFAET SCE SO PR S B A i) AU A A R 1T AT )
S B AL B A R DR AKX — e 8 ) SRR R A 2B e s i 3 R R 2
SEMBER BT T 24809 8 R B RABARE TR, FENFF 8
KA FARE XL BRI E KA RGN, RN S4EHR MR A
ANTRIZE R AR AR LAREF - R ) A e o, AR e . A it
Plds 2] Baizi . [FEw. MRS GodishEie, B %, X5, Hdk
M E AR R R R R A, BRI B e (AR LA SR 4R
(AR, ZACE). AN (RIGEEE 2 6 AT ERS), AR SLpIR AR, il
S (BHUAERED) A (FAEFP R R) R (e s . BEREOC R %) <5
Dk, & W R ot R JURERA (4, 7--9]:
o &I (Point Anomalies): /408 SLAAR X T Hodhs o Hofth LA 2 7 11,
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MNZSEFIA A 8 o a0 NS R Sl s i E T4,

o L TFXH% (Contextual Anomalies): TEHRFSE M) b F U, JEAHdf 52
BRI R R, WA TR R AR )
i BN OB E I B SR ARE B R A — AT N E M.
SR, 2020 A H B AR LR TR FKE, H
55 P s RS AE EC I8 W T e B A Ol CIR D37 18] 1% & T & ol i
7)), RXEEN “CONVID-19” b /i 2 2 1% T FE 52 FH A& IR il i 5] 2 1

o FIRF% (Collective Anomalies): N AH I S 15 & AH XT84 40
PRt 2w, WO BEAAR S b i 25 AN B0 S AR & mT e AN 2 7
W, HEAMENES —RHIERE . WAL B T Ol
Ll 2 A R S I R B AE 5 Bl VE S I BT S AT 5%

=

Horp, miA W R R TR R B b S b E P UER, =

[=rse
Canlit]

2.13

16

AR S H AT R4y B SO
SRR E

RIS P ARBTG5 H AR S /R 730 -

LA BB S A I REE A AR AR SR 1 1 A S ] K e % 20, il
WA S — AN A AR AR, 3 IR DL SR R ) B BOR R S P
oo BESRTT VR T IR AE A ARV B METRAT L AR s M A A 73 AT A 1Y
1A 25 i) L

2. F MBS ERN: INGREE b AL LR FEARRIARER S . B0 7 Fhx
TESCB, oA AT X I AEA AR, IR A 1

3. REBFRHERN: ATEINGEEE, KIEREE BT “ Bl L H A
AT 2 TS EAEART, IR VR AN [R5 SCRTEE ek B 5 S
IR B S BB AN AR S, U & S BRI IR IR .

FAk, FEARINT IR A Rk T A

Lo AR R 7R A B S5 e — A 0B 4 B EL S v P
BERAEE . B iE — MRS RAIR, r s
AT LRI SEGI R 2 Dy, T DU B HEAT 07

2. FAAFE RIS A LB IRAE — MREE (IR / %), LA
5 o F g 3]«
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ST EE, EFHER AN R, s, PR, xR, &
T R AMESR I T, AR AT DU ST A AT D R B R R G
M (A S S AN A AR AR 1A 2, A T AT DLE s v A DG S 5
R AN 5 SR [ e ) O e e R

AN [ 2RI 5 ORI R, Varun 25 [4] A1 Goldstein 25 [9] %42 511
SRR VAT T VENR A ARG, I b T A% AR I g 7 B AR X
LA 5k 55 Salehi %5 [10] XF AR AL ACHE b 00 S8 A 7 200047 7 MER . 2R
X153, FRFHERMIER RGN (BARNEEMEARES % (4,7, 9)):

o HTHRMRERMITE [11]: Fr RBAVEH TR, phee s, Dl
2 o SCRETR LS AR FIZE R, BEAMERAE T 48 % AR 442 = 18] o 5 5 6 4
KB RBRE 5 EF o ft 8 LA

o JLTIT AR e B R 7 v AR kIR TR PR S (12, 13] BCE A0 2 (14,
15] SRHf %, HARMBAE T EF KAEFEF H AR EQ, SLEDQAERA,
5 ) B HAR i 3 ART

o JLTIRARN R ERMITIL (16, 17]: B& T F =MAFRE, 2alz: O
EFRAERB R THABEFOE—LE, MAFNRETES L%, WKL
FAHBEMUMHTRIAR; Q EFRFEEOHOATFELEZ RAGEE P
BB, ffw 05t giney L% P o BIRE, 25 HRE B A G R 2R
I, SRR T VR 2R @ 7 B FE AT KORAE LK, dFF N
B TNy BE A £ R, BETTVRIE 4 E 1K/ INBICEE R ) BRI SR X )

o TSI R E R [18]: M Bt A S SHM Gt B8 A
AR R ZIN B () 70 AR AR, R Gt HE W IR 5 AR WK S0 2 75 e T &
PR, FEAMRBAE T B $A8 5 9] 8 ILAE A AL AL 69 S5 K3k, f 5+ 11 38 21
FARRER K38, A S HOSRLE 0 AR BB T 2 20 A AR (s sy [ J 45
B B S B S e BRI AN 28, LS B AR A X IR Z 5
AT B S, BE s A G e GBI BT A A4S

o FETE BRI FHE A T [19]: FIHAERE BRI (. 25100465
FEXH# . Kolomogorov 524 & . Bo/Miliid K SE) KA Hr 8t P ivifs B zs, 5
AL T 248+ 69 7% 5 R EAZ & ARG AN T,

o FETHET A AR R IMEAR (20, 217 {8 Bt o B A KB AT AR L 8




DRI P Bl 1 SRRV A e e A a2 0

PR A R AR B JF R R PRI B R, DA & —Fh B8 F DAIX 43 5 s3] () 7 =5
] (RN $REES), FEAGRAE T RAETHNFKE T 20, L P ey EF L Hl4
FFH BB FE T WRTTECR E NS0T (PCA) . BAEHFE /i (CMD).
JESHE S il (NMF) %5

o JET VR SIS WA I T V% (6] ¢ 456 TR LRI 1 B8 5 30 e gk
AT R BEER R A R A, BlnscA . BB WS . B AT
REAETIRE BT B 3T I o F g 9 R T AR I, AN GRBETT
A9 - Fo B AR KPR BT Ko BT ELS S RIZET R EINE, L
S5 i S DN BT RS 1 RE PRI

2.14 SBEKXNERITEN

N ECSAN R S A 77 vk B MR, H TR A 1 4 — BRI R AT B [22].

XA AR A B R AR, AT DA s AR B AR S R
5K 5 EE S RIEFE R, RS 22 EHIE (TP) . EAABIEL (TN). D5 1IR3 (FP).
Py SIEE (TNY, 7T BLFIHERSE Accuracy = — PN Syl 070 )y b
BEs N T B R T2 B0 ™ ORI M S BOZ AR S B v R R s R
O, FTRAFHARA HERE (cost matrix) [23] RANEIRIGFERE, DLRLE K4S 7> 2 J5 7
AR B R, SeEREER R TR . Ak, IE VT DARE AN BUR B TR bR K
% (Precision = — ). H A% (Recall = — 2 ) il F-measure (=5-—20t—).

DL 2 5% F R R RFE T 28 (Receiver Operating Characteristic curve, ROC H k) Fl
AUC \ ROC (the Area Under the Curve) %5

X BRI T, DA B 7T TR A B prI 7 S S T

1. W3RIRGE: 7V FH Al ORI v 0ot i S PR A AT W AR
Giit e (AR - HE R AT p AE) . BARMHERG TR %, W]
RERIEES . MERMREHE B4 LR AN SE, WATREA B T kil B 1

2. Rk RAE: SR T IR SO R AT VR, G R R A W 3 R
PR L IR 2R3 5, B AT S N R (R R (AAERR 24 . (g e Sidsh) s

3. ShARRRIRIE: 455 SN B R AR — BN A 2R B GREEA )
HBEATIOAUE o U@ AT N EE . FH P Bk, SOAR RS BRI R 45
PRI B B AT e (. AL R R ),

VB TE L GUREAHEH 9990 I 10, BB BN (145 208 0, MBI g 220 = 99.9%.

10000
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4. ANERARIGE: I NG A RO EAE AT RAIE, B lrd i R I R [24].
28] [25,26] Kronecker K [27] 55 B AL BOBRY Sk = A= BRAR BRI M« AR5 LT
KR R S B T B AL B B S oS Uy A e LA B EAE, A
A W B 7 PP R I SR o i ) S (R IR R, RSB R L Rl 4% Ik
FPOVEE T PPN B B B A 2, an B K/ BAR S 99 BB A 5

5. EANFFEE: BT L5k, A TR BEE B S S B A
BEAT SN o AR 7 R AE DA I 32 3] 5 46 B o n] BEAELE 1K 59 N 57 AR
FAA s 7 AR

X, RS AN U7 S T I A A RE VA T A R

22 ETERFERN

FUEIE I U HE DR R T RE SRR, IR T LN,
HIELARSE 0% MR A (R, AT, R SEBRBLAI ST, iy,
A ARSI RGEE, B G2 IR TLI R H, BELTE 54>
BEATRLIULE S5 AT T BRI e R TR BRI S A P

PR T 0T 9 O BL AL P T4 B R 6T 0 O 0 5 ) KBS
HIE R, IEMS—HAFTE, L OB S AR AT 5] T T2 %
FE. (28] X JUAR OB o 0 5P R IUBE RS 06 T VA IS8, MR R
W SEIED. BORRA (B 53E. SRS MBED %50 AR
DR W AIZ (LR R ST T BT R, SRR T
ASTURA R SR . (201 R T3S I o 52 R HA L T S
POSRE 2, EL8 TRERET A B T RS U 5 SR A R 77
P SESN, AT TR G N TS DA B 5 S0 B 5 500 7
BB A [30. 311 8. BE4h, BEZVRMESSIHOARMYGERIE, BT 55k
WIS, 16, 320 846 T BUAT I LEIRIE ST B, QA6 T ISR 2 2
BURERRE B2 % REERPRII . (EERIPL LS, T EBORA SRR

221 AftLFE “B?
X HLATS 1 AR A P e B S A
o RIRBZAEA A AR BTE: WIHTHNA, BaXs B2 [MAFAEAR BARMIATI RIS
Fo R HNR R B AR AL N U, A8 S BRI 7 2255 R IX A ok
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R Lm0, ) TR L JEAE 2% HEACRIZE . LTRSS AR
AL HAE

o EAYSEKKIAR S MITFINEL, EIHRIER 7 Ex R HF N
WL AR R ZR S W R IR 2 B4 A ROk 1 ez ] KB
A SRk B AN [ 9 BE DRI o AR RO T AT DLE A0 A
A e e KA. BUESEA A DRIE S E RS R

o FPIRR A& KIS EREAR S A, R A S 2 TR A SRR
Py MIX S A R 0 R B AR ROS ATE R RE R B, I A B
JHEHAT R B AR I o A5 55 A AR AR VE B~ P R IR 55 7 14
PFEBAT . HENME SRR RS R

o AAMEREAH]: EIRENS SO — PO X PTE A IR T B AnE R VERII &
girh, GoRIFIEL ALE (P Hihb). AR APESEE B B EAEAE R A S
BB TG HRVE S RS I s (EAAT A AT B0 B0 R 2% AR B AR A (%
AR IRERE R RAREESE) DAL ERIN, Wb (Gl E . ey lieh. vFo
2855, EAN T RS IE AN S SR MR DL R, VR IR i AT
RE -5 12 W 48 A N ARy 2R s e ) o

MR Hawkin [5] XF T B HF R B € 3G B II SCRe A ) e SON -

KB 2.2 ()7 LB R A 4552 — A B R B (BRI A TR R R S 8
SR, BN PH—SE R R (BT AL B TESE), BATS ET AR
REBNZ X GAFAEV B E S

B , AT DUR A — R WA A T R BAX 7, BSOS
XEREF—AS e R S, Hi . FERE LR EA S B EA
S5y, BRALHE (T 53 B AR hO ) B B R AR ) Bt (Bl
SN R G R el AR (R ) sl E RABKHIHRERE W THEE®
BRI S/ NIR AR )) SERFAE

X B R AR TE, ST (clique). AL (star). ZHEH% (bipartite
core). A% T & (dense subgraph) S H AR AERL LK . L EAAFIZFTIX
LeP AR I THR . ARRIAT ONARINAE . 0, AR, R S
e BV R AT AT A R, H 2 B EEATH AR I EA B T R, 78
SRV SRS T I I AR R AT S R 2 MR A XA SR R F 7T
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TAE, [33, 34] SE5F P2 A XA M EAT T PEGE ISR IR FIRESRS ,  [35] %k DX A I 4
VAT T HE s AN M RTIE A — S B TR 5 ) . ORI ik A X ORI
TAE [36--38]. [EIIF, £ B S fanill b A VF 2 5 TAE X7, IS 30
WSS AJB TR X R 7 w41 XN 5 A 7 P 3% 42 5l 1
SEAPAEAR R ZZ I R B I B P H IR A X 4 S LB A A A 5
FEh, BT B R A I BB AN F e SO TR (391, an-Py
JERE . JUEE LA, T Ak DR U 5 (0 A0 FE bR B 0T B PPN AR AT B
(modularity). (“F-¥) & (degree). 1k A\J¥ (embeddedness). (F-3) W / AhEBEE
AN E . I (cut ratio). £ 5% (conductance) &5 [40]. [Klit, XA
W5 SR AT BICR, AT FE W] DA G & BRI — 553 KA H .

222 ERERMPkE

B 7 A AT T T P S A O T W ) S e 2 A, R R P AT
Bk ik 4
1. A& X IR RAR R BRI OCIBE 48 B R (5 L 1B, TE5H5%)
[ 7 1 R BT o T Bk e DX T A G S A I v R 1 i ST ] 4 AT
(id.) PR /B, PR ook G a] K BE B A MR AR AE e W P
7R “Y RIS 57 DU “AIRKHR” (Guilt By Associations,
GBA JR ) 51
2. FHEENM S HM: BTEAOSEEAG TR, KR
B ARG B R S S B 2 R 5 RS O (R e 2R A X
TR 2 N SR VF A A B HRIY), g 5 X 4 Hh I B R A g A5 055 5

3. BERMRAEK: H5EEFE BN TE5H) IS EERSETE
RIHE R E], AR 2 5 ENe A B R 08U 5 Gl H 2R8I . 1T
X R BE IR T S5 M 1R 2 B RS R A T R, fST49- Kt JFG o ) S o R
NSt — 2 B GBI 1S, HH AR B AT Re A R 5 (] 2 B K.

255 RS HOE 1 S bR S 75 3K, 0T F] S A 0 1 830 5 S e vk A0 ) R
AABNE @R W RIESEVERREORINTE, WREXNAR. NS RE 5]
SIS PR RS e 4

BeAh, TS IR (description) J& i pR sk i S A ik /b BUAE bR A )
EFB F IR R I S50 B oA th 4 R i A B . — 7T, W) DA B AR
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JCUF R R AN BT AR BB RN B G0 B S A B, AR AR B A S4B 11
ROl A S R IR P AR, AR RE / SR E RIS EE: A, TE4 T — IR T BE
X GG CUTERTI IR 3 FRA 5 5ZR ERT JUASSE), AR X SR AR DG i 4 21
HZEEAIZ M5 &, MET R 5 AR AR, AL, RATE
ATUAM I B AR AW (41, 42 BIESES AR [43, 44] 45

223 BRERMNGEZER

PR R R > s s 1 shaG I, Ed i 7 s eI, RS A [ R
K779, EATAT R A (S RS, A T R RN (nfiE L O
fE. R, BE). SLiRIT 8%, JRRYE ST E A R R T DOR B AT I .

2231 BESEBEENSERN

ST 4h E R, T RS B BRI E A . BRI, xR
AN 752 0) P JFG 8 R P R 4 AT R 1 o 1 e B A =

HETEMRE: OF5H T RAEAEITE (proximity) H77 . X THRFIEZER
J7i, BB ESR (BT . = AT, Egonets £5) B BEAH S RHIE
BEATEA, W07 AR [45--49]. 1T RUHGURFAE [50, 511 BIZURFAE [52]: 2R )5
I A S R g 2 ERH L P e T R I e S A (53] S T ENLR S
Hh L ARFAE 2% 1) 0 53 % 45000 7735, OppBALL [49] $ilEX T 5 egonet AH 5% IHFAE (25
FE. BUE . HEFARHIEE ), KRBT K2 R 1 egonet X RIAFAE ARk A I,
A VR 1 B — S 3 5 1 Y 5 HL egonet ;. EIGENSPOKES [54] #4311 &7
AR ) TR I 1 —FiRERR “spoke” BEIX, JE4RH SPoKEN HIEREM L FIE
WA XA [55] M T ESEE 1 k-core FFALF AR (2> A MU, B T4
SRR PO G v 773, R TR 57 8 B2 (U core-periphery . #:[X 4514
25y MR BT AR S AR A2, CaTenSYNC [46] S92 T3 O A e v
(KI[RI P AT 584795 Net-Ray [56] 5 & U0 15 mURFAEAS S RIAR G L, I3 T
FH TR TSR 23 40 71 73 47T h B R MR S S5 o g — 2 7 v DU R P 1 45
SHe iy B P oot R TR RO B, AR AT IR ) B AE G, R AR B RS B 1
TR A2 B B A BEALIE E . PageRank. BS54 (Belief
Propagation, BP) 5%, Gyéngyi 55 [57] 5K TrustRank 77 2SI 26 37 A5 B 1
Krill, NeTProBE [58] | FH B A5 A4 1 1) 7 20AE 340 I o ks I E 2R 41152 W 3y eBay
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HAMRVESOMIZ S50, [59] R T FaBP Xf B A1) GBA J5 U HH 5% /) 45
FIBEALIEE (RWR) 2 B 57 2] LN B AR AL 1 = Fh 7 VA S8 — 3R U B SR 3 ]
R, W TP E T zooBP [60] FIH BP PRI E S A4 P 4% T s AR
2, IIRBIFH AR H S5 Shah 25 [61] 32 H FBox J5VA{E Twitter 4% A6l
A SERBERRAT A

ZETRBGHX . 8 iR @ 210 . A B — 47 s R U R R %
R DL SN B AR AL X (MR /8. Sun 55 [62] BIFFL T BT p iR
T AR R, [63] A/ MR FEAEN MDL Jy a5 7 #r B <8
PR, K AR AL BT ST ARSI S H B 5 B, TR H A AN & T
SER BN 5 H S Sun 55 [64] 4 HY — T ) SR RAE L
SR B RIS AMR R Aot ;T RIESHE s5 5 [65] I 3T 3E G e 2t 1) 14 IX BV
AR A ) S A (v 11494 DDos 17 9%); Beutel %57E Facebook (1] “ &
K AT NEAE T, $2H CopyCaten J7 yEA I H 28 S vE 4L Mol [66] H4 R A
B 454 ; HIDDEN [67] EL#Aer I B o 1) J2 AR 2 1 181 5 1 < e e 1
GETScoop [45] @i J5 48 2 1) 7 2R R I3 B A DA 2% 71 [68] filkE
TR B T EIZHE  IEFH; Fraupar [69] K75 f RE D ] 5EFE 5
BT BRI AR RS, H A B Oy et R VEAT . (70, 711 72 B 4t
1t bipartite-core FFH T- K I %+ & .

GSKELETONCLU, fE

2232 FEESEMHERNSERN

T4 EEdE, TREE S EE BRI, P AL T AR
JEME, BNtk AE P g b i R P SRR B 5T S I e B S I ) L TEIR
R VR BROCAAE B 5 DRI, Ot 2 ) 5 AR S R] e A2 B AT 2 R R 1454
B BA A —SUB MR R/ L.

HETEWRE: H 7R T 3R 3 B vh 78 7 52 77 1 A0 7 5 T A
[72] FH 2 & A AN 4 4 0Bk 15 2R 38077 3Rl KA o 1 Pl b 18 P SR 74 (73]
F5T MDL A6 I AF A5 (10 5 WL 254 DL 3 25 7 J 1 1B Bl AR & 1 57 1 I
Zikys [74) FEHG SR IR =R UL AL, I ORI A 5 I
ZERIARMEAS 52 A R (7 S5 40, o N 08 e o o I 5 el S 49 4 Al e 22
LB S A O AR AR 3G Rev2 (751 @ tH SR . PR RSl A ELARAE 1Y
PAE i B i b SOB AR RA I VP 7 2R 8 BIVE L
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ETRREHK: WAL X B 5 AR R M E 23 2 5 797 s etk
DXBTRE Ao [76] K28 T BRI AL DX RSB R I 5 AR D% ] BUEAT T X 43, B
FECT R PRI 4 Sy B R ARSI AN % R R I 5 4 S R U AN AN R B AT R
JEVEAE IR A B A, R AR T PR R A A [ I R A DR R A X
#E S Miiller 45 [77] 32 7 — @ PEE 1 OB B P EOR, A G 8
F4E (P20 R 50 (78] 38 REAE ) 4K 21 Bl vh 5 T % FE 1 % ]
RAE, W1 AR 7 B R ik m A Gt ok, AT DATERT I 45 SR 2 5 0 i 5
HE R [79] $EH 1 FocusCO 5% R 4% 21 F 7 9k 3l 14 288 12 550 1 e v g e X
M S E A P ARBERIBIAE T R AR S, B SR B T A — B e
TFAE, ARG B R B B B RO B YA R S 255, e A R
TRIFAR B EA R ZE (0799 RUE N5 H s Tsourakakis [80] #i& Hijd i i & f/
(12 R BUR A R AL A AR R, 345 Fh 7 B A i 25 I B & 3L Akoglu
5 (811 MTELR V1 7] FH I 448 2 A IR VE M VP

ETRERFE: WL TAARBEMRIIN T, 38 F G 98 R 57 21 73 26
ke [82, 831 R T KRR35 AL FE A R AN (77 R S 408 AR 25
T RUNSR)EJEE): Chakrabariti 55 [84] AN 2R DUH-H A Y G A0 R 1 ) 1 Jas 28
S A0 RUIARAS; Fang 55 [85] i i # it 1E WAL AL ™ e 7 v S Ik 1 1) g 2
>y HARALE O3S DR B RARL . SCRERIENL. TG SR iR

ETHRERR: HKERERZ BIERBOCR, TR A 8% 75k
B MBUBOSI X . KIETKE 1) CP 2@ L I HOSVD [86] A4l FH KA A%
A% 75K &, MultiAspectForensics(MAF) [87] Fl F 4 fift &5 BAG I WX 48 i & H &
Hr IRy 4 4 s (88] A CP 40 R EAT BN SK &0 i [89] 48 T — et Xt
22 MBS FP B 2 L 38 P AT SR M FR R ELWLR B, 45 Y CrossSpoT S LA
MEEN—DFFHITUR, 53R BB — AR E: tksh, M-
Zoom [90] JE IR 25 - EUR (911 1 g, DABR Lo 3 14 2Rl 22 4 254
(WA T, D-Cusk [92] #E— 4 & B T XA E A SR A A0 XU R G
Y%, DENSEALERT [93] G5 SR () A B 22 i 2QBCHE AR I o g 7 2 He A
AT N: Ban S51E [94] 25 B8 I A 6] J@ Mt T8 25 - B bP 4 (R A ) ek AR
SRS 7 5 B 25 72 Turbo-SMT H44E FE-5K & AR & 2 R 10T BT T 200 1%,
IR 5 N2 G475 BT 951
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2233 DHSERRERN

Ranshous 55X 21125 [ £ H 1) S R A 56 B2 FH 2 SR S5 JEAT 17 285 AT RE
5 [29]0 SEBS 00 S AU E BT s LRI A5 e DU SR B,
WA EE RARAR A . F- LRI SR BT 2R 55 . [96] Xof B it RN i AL 402
BEAT T HEIR

BT RIE SR T8, [RE R — SEAR AR I L DAy ) 7R (i — > B0
—ANSRHUA), IRJE 2RI S R I s P S W O R ) S B B AR AR . (971 B
BT HETAE XIS MAR A I 2, BIW i R Jg s & 9F . 20 EL WA 5T T, JRARAE
DU 0 HG ) S5 5 (98] AT a5 I P s AL A2 SR A% 0o 4R, 8 I B B AR ot
1O BT SR H) AR AR 58 19 S50 5 20 MH, JF Ik R K B A [99] 455 MDL Al
12 48 gk B DTV, R B b R IVE RO B A AL X SpotLight [100] JEid &
fi (sketching) 77 IR £ 360015 5 LS B B R AL 2R, R 45 A BEHLE ARk
(Random Cut Forest) kA il 7 24k H () 57 11l SEpANSPOT [101] #¢it T & T
Aty 55 PRI REATLIE A (RWRO JBE R RAE PR ARSI A b A W 328 220 3t s o 1 S
[102] HL 45 45 K AN AUAL Ak, 1) 5 SR 5 25 B b AN [ 1) e 3 47 9 LA RO i 18 RWR 43
15 5 B P 5] AR AR AL SRAG I 3 47 5 Graphscope [103] 3k b4 52 S8 i 1] 1B ) 4
FH SR B A K EEAR A, SReff g i =X B HH A2 44 £ TimeCrunch [104] 7E VoG [44]
(B EARYE S5 M fE IR 1A) B ARARE S, S NI TR RHAE TRl R S a5 3h A B, IR KR
I i A

XF BT - K B SR VA, [105] M AR FE 70 % (CMD) X AR R EAT I
RRIATALL, 52 FH 337 2 1) 1) % AT R I I A 41 A R 22 AT FAR A s [106] JE T
PP B = B 20 7 AR SR A8 S5 R LR 316 2 )1 1425 [107] 385 3K 5t PARAFAC 4
B 7 ORI S8 s SMIF [108] 38 Jok B B[R] 28 £ B3040 RO B 23 ik, 5 WA i A A5
IS 7 9% 2 A R v ) SR SR AR 2

BEAL, A FE T RS Y (KR 7 VA R O D B SR R AR R, K
(/N A A R S, P AR U B R ¥ 58 [109]. &= T MRF (19732 553K
VEARTI [58] PA K B By JR W] FAR B AN i 8 v 10 P o i e o 1R [110] &
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2.3 KB/

ATEXS AT S B S TS A R AT 1 4RE, X R T
FRRFIAIE FE DR AR LB I ARG R AN, 20l e — B W OB AR T . S
R IR BEAT 1 R, FERIAS I AN P AE M BEAT 1 0 R BB
H A 2T B S A AT TR AT, BRI L LS Sk
S, JFXANFEIZRAL 5T B A I 5 AL R A BEAT T R SR EE

SRR, AR BRI T SRE AR, (H TR R,
5E SCHIAN RE VE AN 2 1 DA S S B B RS RS AT ok AR KBk, DRk
AAFAE R G il BT AR € SO 30L& BAT &V Al B 15N
S SRS AE T 5 BAR N AR S &, ARAE R A SEBRRF AL« A0 St 0 0 R 38 A 1k
FAAARBER Bt A7 A I 5 %

BT I A I AL b B H R AR SR . DA SRR AR R
KA, REVSTE I A3 RO S MBI 2 18] (1 ORI S e i e AR o 8T DU g
BT AEEAT PRSI s[RI 0 ST oK TR Bk, AR ok A A
WE PR EESE S W R ST R, F 2R B R A5
AR IESER BT A R A e AN ik o ARE AT A S S AR, BLAETT
RIS I I A FES et 1R AT, B A ) B AR 2R
], XA TR I AN REMDR I 5E 321K T DIAS AT A ke, FEAS I HE R EE
SATERE . ANRI N FH TG RO S5 7 A7 AL E— 2D BT 22 1)

AL AT T 3 B R O T i SR AR R A R R A2, IRRAE A
Btz st PRSI BARRIUE A, & 7010 SEBRRg A 3L R L B
et BB BEAE T BT N D AR SRR AL, 3Rt PREA R AT R
RSN T35, I L KA S s N2 FH o AN ] (A AR SRR R B A 22 7 55 8 S
b, 5 HX SR AT I R SR A VAT e S AR RE . 5 T ik b
B, AT MR R BATEEE D R AT AT R R R S S
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55 3 B PRHIE A IR T A5 513 0 SRR MR A el

EI3E ERMEZETRETIRSISHBEEMSRERERN

AR 5 2 R R S IR 1) 5 2% e % DA A SR AR I AR e A2 R s ) 3R
LRI AR o T R B 79 mRURFAE R, IR AIFE R IR /) (BT
Ko ) B ERER SRR N B, IR TR R A R . B A
N SR B R 1) R DR o 6 R R AR, DR 7 ke I L 7 ] o ) A 5 ) DL K
AR AT BOH R AT ARG, SR BT REE R T A
FERSE I S5 5 IS I AR AR ) A 8 ) el —— 5T A 2 I O A T 22 2R AR AN R
X BE, FFopAh kT B G50 S 3 R I 7 iR B R B R P AR BEAN A2, 4R T KA
B S A I R R RN &5 ) B AT R

X2 E WAL E B E T R E T, IR S ) A B A AR R e ?
AT IZ AR LASALLT A AR 5 T 504G 00 £ Ty B SR AR ) X e, [ I 2 s S
HA AT BEVER ke ? 58— dt, JAT Tz fe 505 B v iR ) — LR A A O
Ao I 5 8 ) A e ?

N SEBL IR HAR, AR T — BT 5] F 5%, EagleMine, KR
P25 25 € BT B S i, X B BT A AT DL RIS ] 7
HAH SRR AL, AT DL IR P IS o (0 IS R R DGR AR 5K AR s 2 A, B B
Iz A ) — s 2= R B8 B o0 A o A B T — PR 4 A0 o R JR B P Bt . R
A2 Z 0 PRI water-level tree 4544, EagleMine BEW LUZ XA 77 UK B
X LET U H——"EATHE B 7 B T e e AH 73 25 HL A A 2 T 1 [X d. 3
IEXHZA 25 R IR R 5K 1Y, BagleMine FH G tHB ok 56 10 77 =0hf 8 e i =7s
s R T gt oA oy B 07 AT S A AN, TR T ]
SRS/, EagleMine 8816 1R 7l — L8 55 % U (micro-cluster), 1% #4379 55
A AT 2 8OEH T (R WAT 8. £ R8s ERgsein g ]RR W,
EagleMine 8% DL B J7 2R 2] 5 AL 5K I BUTIAE — B0 =4, fEE T
Pl 73 At L 25 77 THI - BAT BT BE T VR SRR RO MR e s B0 S B R CR I, i Bt 4
I SEES 45 SR W BagleMine (R HERR AR XS 251 O A7 S 1) & T B R
TIEA RERRTE. 1Ak, EagleMine tHAEH T HABAF M N HIZ 5, HLInfERS
Fr i R At Ao [ 24T A

27



DRI P Bl 1 SRRV A e e A a2 0

35481 3.5E5 10*
micro-clusters » 104 micro-clusters
1122
3.5E4 103
D 354 103 o
&h oh3.5E3
'q?) 112 , ,§ 102
= 10 £ 354
O 35 ¢t
10!
10!
1 35
0 1 o 100
10E24 ~ 10E-18 ~ 10E-11  106-4002 ° 1 35 354 3.5E3  3.5E4
Hubness Degree
(a) Microblog Sina Weibo (b) Tagged [112]

B 3.1 A FISERR R BE i A S RHMEE N =BT B, SRINET: (a).
R EEES - EENERGRT, B RE Out-degree 5 Hubness E4FE
Z2[8]; (b). Tagged FEHH P RIKIFRRKR, 5 R H #Triangle 5 Degree KFEZ .

Figure 3.1 Heatmap of correlation plots for graph node in different applications. (a) Out-
degree vs. Hubness for users in retweets relation of Sina Weibo. (b) # Triangle vs. Degree

of user in friendship of Tagged (color figure online).

3.1 AESIF

Xf E S AL S BOE T R ) G R KL RERS d B R AR FLAE o
AR 77 2RI AR 4 B oh =1 A ) SC IR AE A4 38 AH 5C  (Correlation plot) [111],
BV AR T o o1 ORI A 8 2 ) B 20 A1 BT ) B LT B A &) HSRZ
AR SREDIRAS TN P A0 A1T o AERLE B 7, AN AT DA A B PR )t — 26 2R
B8 AN B 5 X T S (P 3.1 B, AT AR RS B RE i FH T H5 B R
P — L R B (/NI A X SR RGP E RS DL IS TT
BEAT RS (IIRVE . B sl B )

X HLH AT BLER IR Facebook MR IRUF AL FC Z . Amazon H1H] 7 5 b O TF
TR AL Twitter LRI A BB ok 258, IR B2 AT Re R sl .
HATREW MBI BRI R IE (snapshots) T o879 3R BUIR 22 T LLPRIE T 5 S B Py
fiE, a0 FRNJERH R . 25 = M8 H | PageRank 73 H5, X UEEHRFIEZ [A] ()
MG P A 2 AN T PR AR DR B . (H R AR SR AN T T3 77 R 73 i L B
B AR FER 2R 00, JCHN TR K 5. oh, iR & 82 AL
T, e R B AT A AR 2 70 B 2 AR B TR AR

e AR B — AN R AR, 458 — > H P R R — AR i 2 ) P A 3 ) L 5
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ey . 0.9
548 ellipses of (truncated) " 3548 suspicious 77 users retweet 100 SusP'?g:;’users'
1122 normal DIST. j 1122 509% “copy&paslte” msg (fourLd deleted next year) 0.8
ign 10 Zéﬂ 354 CSI 10° l?ots - g 07
< L |12 minority network 182x: "best <
5 10 é (disconnected 102 178x: “black*” 0.6
o O 35{ from others) 105x: “blue*" :
10 \. 10t 84x: “gg*”
11 ll 75x: "baby*” 0.5
- — o) 51x: "coolboy*”
1dE24 10-18H o blgisl Sl 10E-4002  © 1d£—24 105—18H ul l)l;isl sl 10E-4 0.02 100 223x: “18-year-old*" Eag\e\\l\'\gee\sooopspo\%;a a2
(a) EagleMine W EF¥ 14 (b) FoRUSERBEURBHKSEFIERE (o REHFAHE RN
T AR R Bz 3 AR B B HERE (AUC)
(a) Graph summarization for (b) Micro-clusters highlighted and anomaly (¢) AUC for suspicious
P ghlig
Figure 3.1a pattern. users and msgs
o manually tuned THO
]

treated as
backgrdun
\

(d) G-means (f) Watershed

manually tuned para

micro-clusters =
missed
\.'\_\

\

micro-clusters -
missed

(g) DBSCAN (h) STING (i) EagleMine

& 3.2 EagleMine ZEFTIRMIEEIE LR NL R R B, (a) BT EagleMine BB RET
XA 3.1a FraRRMEZRB T ROAEITHREBENER. ) RHERT —&
R, BFE AN EEEK TS U RBRA SR —EHE. (o M ERMRNEE,
EagleMine FER UK 5048 o B9 72 5 B P A BB 2R MR A AUC BFRELR. (@)-
(i) & EagleMine FIFABAHRRRITIEFERH] T RAM MR LR Heh Watershed.
DBSCAN H1 STING 2 Bn R R B F3A TS AN RFHILER. Friii
W R4 SRR EagleMine B AR TH AT

Figure 3.2 Our proposed EagleMine achieves effective results on Sina Weibo data. (a) EagleM-
ine summarizes the graph nodes in a feature space of Figure 1a with truncated Gaussian
distributions. (b) highlights some micro-clusters, including a disconnected small net-
work, and very suspicious micro-clusters. (c) EagleMine achieves the best AUC for de-
tecting suspicious users and messages on Sina Weibo compared to the state-of-the-art
competitors. (d)-(h) are the comparison between the baselines and EagleMine for rec-
ognizing node groups. Watershed, DBSCAN, and STING are manually tuned to have

relatively better results. EagleMine outperforms others by visual comparison. 29
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B, nfaf vt — R A RO RE % E Sl 58
PASRALL S N AN B R 60 77 R A AR A ) [ fR 5 4
B SRR A A v i SRR AT AT 2K

o PR A H AL E ) — L R] BEG% ] micro-clusters o

H7 B CRIRE T S5 AR IR R IS S AR R AE 1) vh B R A AT D9 R H A AL
B L BATTRT RS BT SR I i 3 7 B0 52 o N FH 97 5t o ) /00 2015 e, B an
FITHES AR B30 R T T RE HARRAE 2 IR A R LT

e out-degree vs. hubness ——M &l 3.1a 0] LIRS 30 L6485 3k ) o] 558 M Ak,
F A& 11 SR A BRI out-degree (HZRAK ) hubness 7HH [113], BAITRR
AR LE A A Bl oy S BV ) 7 HE 4 T VR 2 A BT AL BV T RERK &
HE AmEshT & R AR

o #triangle vs. degree —— ] 3.1b T AT LA S £ HAT A [R] 42 45 44 1) 14
i, H e TR 1 K clique QRE 00 & B0 SR BN, EH 548
J& Z R RA i E B EB  = ). RER AR B (T AN
EOR, AHHALE 218 )L #AH AL, A M 0ERE) [114].

NIEASCIR T — B A . 5 T 84248 77 % EagleMine SR 1A FH sl 45
EL7 B R AL, R I L B T BRI . £E 2 KU B B SRS
g5 R3], EagleMine WAL T HABRIKF L (FETHERELBIRMNIELSETT
%), B EREIEAS B 5 NS B AN A — B IR s R, TR DA g g
J& MDL A8 Fs B AL YA th 7 W] EagleMine AW DL N 735 14 77 2 45 A I
B s oAt s BEAL, SRR BRI 38 3 S A 00 v e S e AL K5 T )
%, AERFAES ) o R B AL AT R (ANl 3.1a P ), XK - B B
BHAEIEH B4, W ‘best*” |, ‘black*” LR ‘18 By *" %%, HALKIIK &
PEAS BN AR AH R BB . BagleMine FT LAY JE3&E FH B 1 B 2 2 3L
b 52 FH 47 55 ARSI R B0 o A R A 2

BRI, AFFTHE ) EagleMine 592 5 AT U0 R AL AR

o BEINIATESS: EagleMine REW XS i AH SCRHEMY & I BT EIHEAT H Bt
g (K 3.2a), FLLS N R ) T AE — B0 77 R0 H BT I A E
WA A (B 3.20.

o HXH: EagleMine REWS R E HA A AEREPERI T R4, FEEALSEg i
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e T LMt b7 i, s vE AT thil T203 Fahif 2 0 R85 (K. 3.2d-3.2h).

o SEHLRERMW: EagleMine HETE SEBR ARG ] HH 5 1] — L 45 1) AT B R 1) 5
AR Xt T AT 0 S A %, BagleMine 764 e 2 il 4
AR SRR AESR (B 3.2c). th4h, EagleMine tHA] 5 I BE N H 3 5 2 Xt
R R i) B R s B A, s B i 1 B AT R T

o RAWY BHM: EagleMine HATLRIE T AN R A4, 15 BT 2%
FRAAEAROG: HRERH T B 22 4ERFIE 25 [ 4 3 (1) FAE 1

ATEPM:: AL 7 IFEFLF (hitps:/github.com/wenchieh/eaglemine) Fl
A 1E 28 P 3RAG ¥ 3 S 0

AREJFEENAT, oM T VEIAT T T RS A, BEE A T MM
ST B S A, B8 S TE4ER 1 e th ) EagleMine B0 AR A, 2
JETE AN KRR B S b B )k B AR S R AT T SRR PR AE AN
5RO, BRJE AR T AR AT S TS .

32 MXIE

AN RN AT RS ARSI T AR, BVSRETT IR HE TS o B 2
PEAZT AN A

32,1 BEFE

2 HERHE 2 A R 2RO . 7E A2 4ERFIE AR R AR o fr e, T BA
E R BE 25 #%, K-means. X-means [115]. G-means[116] P2 BIRCH [117]
CE T BRI (1255 kA0 B S0l Rk, IS iR 5 T U PR B ok
FIWT AR, T B AT ) KRR AE 23 18] h B S0 16 5 AT TR S DLTE Bk
XiH. HETHERTE, 0 DBSCAN [16] F1 OPTICS [118] , A& X M ol &4
(1), W REAS WA SR A0 E 98 20 A1 S Y (1) 26 4%,  1H2 DBSCAN 1) 3R 2K 1 g
PA A2 OPTICS M\ reachability-plot 45 21315 () B4R A ™ BARKH T FH ) 45 78 13
FEZ4. RIC [119] {EA—F0a] DL HARBIEAHZS & I SERHELE, A s/ ik
T E AE VPN AE R IE B A 23 A0 FH 43 B MR 7, AT 38 5 L A SR SRR R
STING [120] E A& AL TR E RS TS B, IR LS B — %
)35 2 RE 28 5% - DensityPeaks [121] & X2 A0 a5 0 F 8 FL A 458 g Joy 3 2%
JE [R5 H A 2 o Co A BRBCIZE 1 55, FFARE 1RSI (decision graph) SRizG 3 LL
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K, SRIGH HAh AR R 5 2 B i 8%, LR fU7E T 75 S B & SO0t
()RR 8, BT AANE & T R A 080, [RIIn ik 5 2T sh il g 2R h 0 3 H
73 /KIS A5 H (watershed transformation) [122] fi7A: H B S 2R 1123] B T
ANA] watershed 2 [8] B X35 9 [F]—287%,  AHEAN SR A Ja B 7 FRCR M 200 1
SRAEIR) IR IR e Campello 45 [124] LU T AR R EEE, Ji7E DBSCAN I
Fef FERH T —FZ R “HDBSCAN” 3%, (HiZH LS\t 2 2 E
HABEAL R EHE dn K%, 1 H g g XK “outlierness” 73 E AT A
SCH R T P AAHRT o Ak, FE TR R R TT  Ak XA 5
12 [35] LA T BIEI 771 [125] 3 AR MEAL B EAT & 57 s AU I, i
EA T BIREI HEA GRS B EWE) . BA AR 45 R

322 ETHRSHTHHIETZE

N RS B RN BEAR BT SRR, WAt B 3E 1 (visual saliency). BELEURFE |
VR PE SR LA B 08 R G T AL [126], FTARALEEA [127, 128] FIANLAZ H T A
Rewg #5 B IRA T o T MR R [129--132]. ScacNosTIC [129, 133] REM% ML A&
SR, [134] & i fh T B R B ) ST RE I — DR T T R
fE. Net-Ray [56] X A AR [ ) B0 B AN B e P BEAT P ARAL AN 290, R T —
LA R [135] 2 ANMRFIEAIE focus-plot CREAEXT Z (AT FE4 i
7 LookOut B T-45 B X 77 2 44T AR CAERE 45 R . GraPHVIS [131]
Fe T RIE R FET web BRI L% LS AL BT, HRES T A B AU AL
TR, TR — e 8 SR R e S SR 4%

H

=

|

323 HERRN

BEX Al Varun 55 [4] 0 E A T R GRS MR 11
JRAVRFAE o) REE Sy N3 5058 0 TS T VRANMBZ» SR U B s B B v i) S 1
AEAEZ AR 772 (28] FEAE 8 A 2 PSR N AT 7 20 Ahr, B8
RS [136] FEAZ W25 [137, 138] A28 [139] 5. 75 B i kil 4, [45, 54]
& TAR I B 1) i B R I AL XA R 5836 1% . SPOKEN [54] 7% &
TEA B PRFAE ) 25 #4) BT EE-plot HH 1Y) “EicenSpokes 7 3K, FHf =z (3] 7
HATIIF; Shah Z55: T SVD 44k R E A4 J7 A H FBox J7E LIS Twitter
X 2 Hp ] B [R5 % 170 [611; GETScooP [45] Ml J& 48 2 (1 75 sk R I — 3
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55 3 B PEURRAE 2 8] B T A0 5] 5 1) SRR MR A S A
2 3.1 EagleMine 5357728 L
Table 3.1 Comparison of EagleMine and relevant methods. v denotes “supported’'.
I\'

= &

Q) -

~ [ ~

s & 9~ 9| - 2 I

= = S — A\ ~ \O

& a e 2, —~ &
QO Z — )= - 1S x S
Q-( —~ Q ]
s 5 9o ¢ |4 § 5|3
g 2 £ 2 |5 Z 2 %
5 jaa] ~ N =% ol & ]

Q a u = s O & |4&
parameter free 4 4 v v
non-spherical cluster v 4 4 v v
anomaly detection 4 4 4 4 v v
summarization v v
linear in #nodes v v v

PRI RE DA %5 1 1] o AE SR AR 98 A o, A5 1 B AN B s TR0 e
BT SE1T 9 [69, 140, 1417, Hrp i) — MURMETAE, Fraupar [69] $2H | —
Fofr i % - BRI R 7 %, AEBVE A R il & 7 1 ORI 00 1 ] S 40 HOH
PLE AR VEAT A o

T EagleMine FH_F iR — 26 3= FAH IS T7 VL 1 FU R« ASCHE H (1) Ea-

K31 M5
gleMine 2 ME——ANii /& BT FaAR A0 5725

33 HEXEXSEBEIRE
FIE—AMHT AES V MELES EMBIIE G = (V, E), EFLLZ—1H

RGN F P TR IR 0 5 R R AR I i TR Bt m] D2 40 3 P P X 40 0 17

Iy R A AR
X4 E B G AT REAFAE I TCECRAAE Y, BLIZ s FE0IR L8 Rr Ak R 221 i P 75

We? L2 R B B B 3AT 1A SR FR R RFE RO A2 (a) REME DR T 55
(b) REMG IR — LU BR 22 2T R TR I (— 28531 )RR AL - IXFE, —

LRI REM A FHRHE B4 S degree (B AFE). S5 =MATEEL # triangle.
A8 coreness. %A & L [ PageRank H XN score 55, IXLERFEA 5T b #8215
SR B AN [R) B R AR AR . AR AR 37 st mT DA S N TR AH OQ (R AR AR, T
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JE B I T T B

AR S LRI SCHRARRAE, 7T DU A [FRRAE 2 (] 2 A M T 23 T, # H A
X (AT R BEEBNZ R DO R 4E BT A L AT B SR 43 AT
RERHE. 2R 3.1 Frori By B, AREs G AAIENE CRBEED I IokE &
HArABAEA v BT o TR — 20, RUBRL T — K Cmd). 2R
RKE s, BAFEREYEAT IR RAE QIR 2 8] S I AR AR A RS i, 72
BT EIHE BCRA R SR BN IR 25 2 W I TR 254, BT ]S TR sk
AR PR J3 R SE R R R ABEA T EAR KA % AN 22031

QG| o BT, 45 € 19— B 3 SRR 2 R R (¥ BT B, 3RATTI
H 52 R HE -5 N 52 S8 0 TOSAH — SO 1 R 2], IR SR A AL R 404 B2
(Goodness-of-Fit) SO s 20 i sl o0 A (R E A Z i, (5] B AR 4F 15 3 R AT
(RIAN [ 2 AN A3 AT VBT, VU0 G rh R B 45 ) AT T SR FE VP A, DAR TR 3
LA v

ST ETE GAEEYH, RYEERRAF, B0 I0EEON nnz(H) : b %
NEJTE H PR ITHE, b R — NI TR S R EE .

FELE 8 FIREZS AR, O 7 S 0 iet s g et A B 5 B H O, ASCRIA
— G T AT R R RIS IR AR BT s 4H P AR A B R B REAE,
X ELLE TP AT 22 B — Lo S I RIE R R S 4. RIBE, A SR B TRV BT
Bl gAY, HAFEa T LI,

o TAKEE MM Giit /A Y YT H H sli oA

o BAEMREZ: S ={s,,sc HTHRESTHAA Gt c /) #ANFTH
I

o ALK © = {0),-, 00} X F oA ] TR B A7 s 4L ) 2 50T
B, nm oA S E ATy 225

o HF L ORIR H HIISLEARE Ay 1 TR AT 2 1 1 5L IO -

FFAECE A Y, AT AT R A E A BT B AN [RS8 o A
B3y oA oA B R oA LA RAR B A 4, B ARE Tt iR
HAE R 50 A1 B

B R — 2, BTS2 W I T 2 P L T R v A 2 1) 43T R T
JURIRFE A E (142, 143] LI, S ITIR AR AL RE (R BT R 4ERE) F < 5.
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34 BEES59H
AW BagleMine s& MG A2 AL, S2 NSRRI FUA R R R R HL
il A4 AE BT i % o
AFPE 1. NSPHEE A — S ) o, RS AAEIR R4 AR AL,
AR 7 N HR PRI H 1R 51 [144, 145].

X A BRATTAA 58 FH AR I A FAE V] o J A pAy S A ) B I A XA
A BT AT R HZ RSB, w48 SR S 5 22 T re-
finement P
drbE 2. B B TR R R E A 7 B4 A [146]. T8I R LA T
7 (Flansia. R, PUSEEANIX 0 HAE m A, AFRAEI RS
e A5 RN 2R 7S 7E DA RN 5 2 ] 43 SE N 52 2% B = IR A 2

X PR U B, BRI N R AN R B T R A% SR A A iy kAT A
LU R o A B — I JC LAE [147] 1) e 22 W 28 A B % 50 N HRAVL i o) B 22 32
HIANTRRENRE T, 4 4 2R -l Bh s v MR AT A B

% Alg. 1 #6518 T BagleMine [FAAHNESL . 25 58 — N E 7Bl H , BagleMine &
12714 a1 WATERLEVELTREE SR i — N Z AL Z5 ) 7 T Z0E H Rl
B2t (554D, SRJ5 B TREEEXPLORE VAN T #HTH R IFTTE H 1)
BRI AT B4, JFRBIHRRE S S, AR ESH 0. X7 mid IR E
IRASE S DARERE R O 5 SEHI/INT A 2 55002 1 & 20 BRMR 40 D

#%: 1 EagleMine Algorithm
Input: Histogram H of specific feature spaces.

Output: Summarization result {S, 0, O}.
1: Build a hierarchical tree structure 7 of node groups for H (WATERLEVELTREE 2).

2: Explore 7 and search the optimall summarization for H (TREEEXPLORE 3).

3.4.1 Water Level Tree &%

e BT H O R B A IEE HATERE N Tk (h > 0) FT L) s i 3% 3 [X 45k
M By, oAt B TTHEML K ke XA, T DLAR SO K i T v R 7 3 CAN TR R
TERITRIEIERE) WA UG HR 7, XTI — e R i L (545 B 05 X35
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%k 2 WATERLEVELTREE Algorithm
Input: Histogram H.

Output: Water-Level tree 7.
1: T = {positive bins in H as root}.
// Raw tree construction.

2: forr =0tologh,,, by step p do

max

3 H" : assign h € H to zero if logh < r.

4: H" =H"-E. > binary opening to smooth
5: islands A" = {jointed bin areas in H"}.

6: link islands in A" to its parent at level r,,,,, in T .

7: end for

// Tree refinement steps.

8: Contract T : iteratively remove each single-child island and link its children to its
parent.

9: Prune T : heuristically remove noise nodes.

10: Expand islands in 7T .

11: return 7

£ r LN TTHE (h < ) TH5%, BIBCEIXELHTTK MR h = 0o 8 1K1 e
N AT, BFRI . B AR B TTR AR T T B0

N TG RDK T = B R B B 05, AR SCHEHY 17— water-level tree £
Ko R EEANT SRR — AN BG, B FRIRA R BIGZ ] RRE R R, BT
FIT 2 s B v K ASE T B By 055K 1 A T BE AR /K THD e B2 0 B2 A i B 0. /KA s
& r DO FFAG T e AL AR BT AE AR o AR 9 5 3288 T 78 21 775 f A AR .

FE—A YR BT B, X R SR 1 BT AR s TS AL, Bk
R Ik A A S e 1 TR 2 PR ) N IR AE RS (1) BT B R AL b Al
RXLEAF] HARAS AR B, B 3.1 A [FIRR B AR AL 13 4 AR A 0] B 5 AN A
IKAL T I 15 .

WATERLEVELTREE SHIEXS N T Alg. 2. PLEEANH 7 H AF N water-level tree [
AT AL, KAL r URFERIZD A p N0 TTURTHE 2 log hp,y o N T IERN 5 KEHHE
I B IR N SSAL TR 2850 A0 B ARF L, MRAL R IR O, Ko Ay, = max H; Jf

36
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1
Null

(a) PSR ROL4E (b) WBIER SRV &

(a) Contract (b) Tree prune and island expand

& 3.3 EagleMine B3PS BEREH. (a). (b) XTRF WaterLevelTree 5] contract,
prune Al expand KJ3TFE .

Figure 3.3 Refinement steps in the WaterLevelTree Algorithm. (a), (b) correspond to contract,

prune, and expand for the WaterLevel tree respectively.

HAE Line 4 LA I BUR AL B HOA o i FH BTE S 88 4F opening (o) [148] X &4 Bk
M R UG HEAT P, IR0 BIRLEAFAE SR B 05 P BREH — MR 4 o
R E X H BT AL E. AR5, Efu?émmuqmﬁ#MUMtA%%
@ﬂﬁ*ﬁrmu%ﬁmugmm ARG (Line 6). 5, 2 rikfl
‘ﬁ&ﬁﬁ%%mﬁ‘ ERAKALAER IR EE R . X — AR & 3.3a Fios.
seAh, i PUR LA BB B DR R R R e T sEAT R AL,
Kl 3.3 iR
Contract: HHIH T PEFFZ TR RA RT3 A (BIREEERD . XF
WRE KA AE S5 25 B TR RE rh AN 2 TS AL 4 2 BT I B0, TR A2 THIAR
4/, FTCVEATRIURI . B, MAbs st REM AR &, — 2R —
ANXFOT R, IR T B ST REZED]C T R
NIRRT 3.3a s, e B AR R 2R R TR R R
R R AT AR, RO NE R SR
Prune: BYFZ 1) B IAE T8 BT 258 56 5 05 T00 50 i AH 48 53 7o ks N U A Fa e
RS DL RIS A R R . ARAE B A B AR K DR BT IHW T X AR
YR, B R — AT EMITA T RN E AR RN E A LT B0 R T
FALZ Ao bG b BT 95% 6935, B H T T 8RB % T 245 %,
EABIHGS R E 3.3b B (D A Q). LU @ A, A TKIE r )5
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U5 o 7EFLTRBAL S — LB M . LKIHA R /I, X LEREFS S a 3 IR
SANVNREG, JRERER T eI R o B B, 7R BTG R AR )
¥ B G R RS B

Expand: BT /KAL r IR ARENBOEX TG —PK p, N T HERH
BER AT RSN (BRTTH S B I S HN I WS IR, 4
HAPERTTRACHSLEAGERAAL SR LK. TEHRAGERXE
W8 Ay 1 FRATIT AL B — &G Bk, AN AR IEH m N RA QA B A
e EABGY B A, B sk B ARARIE R E — AN B R LK (B AR)
R RAL By 58 B AE KD

T AT Y R R an B 3.3b B EE R, ST @), 5
(RIAS KIS £ DX R B R IR 1 SR K B U5 R NRITRAR, - A0 L 2K € ) B3 T i
FonfELd BT RERIMSR, KUK RIEESFFEET EREH R
OE 1562 LI g8

52 X b, 47K I8 254 7515 (Watershed formalization) [122] 4 T SEEU R 25 H
ff1, 78 H o HRT SHE CAEEK A (catchment basins), BEWS TR AE 7> Emt
IR DT 2GS S5 (55 3.5.2 /N LK 3.2) ATLLE 3, B4y /KIE
A 1 43 B BRI ADO BLT 7 AR A T — KA T [ — 2RI 505, K ALAE
M S BE T E S BB, 120775 BE 78 7y BB Ee AT AN R K AL R U By U
WA RE AL P 2 AERE IS DL 72 57— PR T WA I SR 2R B3% STING [120] H, &
PAEL T B BT R SR I T — b 22 43 H e 1R 45 K LUSE T Ui A 1 - 7RI P
BRI, KT LUl DL BME o hSEIm BRI EEGRAS, (AR Ixe
B (1 R A RSO BT water-level tree FF A - [F]— 2K 1 515 . 1EAh, FEFRATT
Yy b IR AT AR A B S 30 ARk Be AR RME S48, LB DBSCAN 4
BT DL TR, (AR MAFTES BT sk £, ST, EagleMine AN 2214
WA, ol water-level tree #HATHH R R I BA RMMA A 5, EATA] 6
K EAFRIKALZ K, el SO G B AH 7 kel (WL 3.4.379).
3.4.2  BUSHRIRC

A By UG IR R IR T Y v LB SRR GG R E E X Aie FERASCR
O RFAEZE R, e ARR A 2 T Dy H T — AN A T B S VR 2L
U°F R #triangle ¥, JEE R MRMNERSAMR, SEEEILET KIS IX L
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FATTHE A S KRR R (W 3.1 BRESXC ), Frbh, b 20 A [149] 52
— PR PP ETIR R SE R ) B A e . RN, BT MO BSOS R B R Y,
FIT LA e FH 4] 43 A i 001, 75 22 A2 4 B U S I 45 2R, LR oA L 2R R
HomaApE s R % B R A B, A T N IR B AL 2 ol
434 DTM Gaussian (discretized, truncated, multivariate Gaussian distribution) 1

N Y T, CERSEI E RS SE I E g A ERRE 2.
& X 3.1 (DTM Gaussian). R4 5504 b FIIAS, b TFIRIBER R EUE U
Pb;p,2,p) = //ﬁ w(x; u, 2, f)dx

Hr, x R—MEEN F IR SR, g e RT? LoR#Ei A mia it (thg—4t
FER LN FHTHE), w() 2 NEEDN p V0052208 R bR v e o A

E Y B EF, B = [[0,400]; [0, 400]]. DTM Gaussian & —F & i AR
T, ResZE EIARR AT KL, WdR. BB R K& BRI 53
BWTREE . & 3.2a LT RN BE (bR v AR [ B 23 il R 7 BB 1.5 - S R 3
X [f] DTM Gaussian ()73 658, AT SR A0

e R 05 2 HLZ L (multi-mode) 2 A 4E 25 (W& 3.1a HH TR IR =
FOIR B05), Bk, RAEEHE DTM Gaussian 73 A 1E Ry 7 — R /051 5. £EFRATT
(R S b, IR =M 00 B A T 2805 B s BARE TR 2 ARy
fEAIE B T R, B, B 3.1a RoRHIFTRIE W S8 R S S, B PLE out-
degree Fll hubness 78] 1347, 15 o500 H B ARGAIE AR A 4 A P2 I A 43207 25
JE W6 A T B 5 1A b ek [ A E A AR AL L R R 2 AT R ABL ) hubness fH,
M FE KP4 7 TR B T3 R IE RS 3 A o R, K0 (0 P 8 AR AE 2 1) R 3
= AR BI5TE, PTLLHIE S DTM Gaussian T LAHEIA o

— MR, W E R B IS RAR S BT A6, T RLE 5 A ok gt
(BB IR 1 575, 0 R R D R e 5, B0 At 5 455 18 40 AT AH DR IR 7 K i
W IRE R S,

IR 5, PSR R BRAS TH Iy ok 2 SIS 4, oo 158
— 05 a, HXIMMBHECN 0, = {4y 2o, N}y XR N, =Y, logh. T I {#
%, W DistributionFit(a, s,) MBFRRSEF AR, HREZER NS 6,
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F¥%: 3 TREEEXPLORE Algorithm
Input: WATERLEVELTREE T

Output: summarization {S, 0, O}.
1. ®=0g.
2. § = decide the distribution type s, from vocabulary for each island in 7 .

3: Queue Q = root node of 7.

4: while Q # @ do > breath-first search (BFS).
5: a < dequeue of Q.

6: 0, = DistributionFit(a, s,) > determine parameters
7: Hypothesis test H, = bins of island @ come from distribution s,.

8: if H is rejected then

9: enqueue all the children of « into Q.
10: S=5\{s,}

11: else

12: 0=0+1{0,}

13: end if

14: end while

// Post-processing.
15: Stitch and replace promising distributions in S, then update ©.
16: Decide outliers @ deviating from the recognized groups.

17: return summarization {S, 0, O}.

3.4.3 Tree Explore .

FRAE _E IR 1 5 1 J2 IR AL water-level tree 4544 J i ia] gt , 2 J5 A H 1 Alg. 3
FIT 4t 28 1R B 48 2R BV R W E A 0 T AL DL R L IR S 5 S5 R . fE TReEEX-
PLORE L, EMEFNHIG BT ED o FrHRRIEI s, 25, LA
JUREAR SRR BES iR 7, AR JE DA N B A S0, B R
& (stitch) AR ERALE R, B 34 Er T FR RS R &R R,

BEAL, SRR e 25 ORBA SE 138 &5 05 50 A7 1] T AW ELFR R, B
[F]— KAz r AR BN FTA B, FIRS DTM Gaussian i 1) B2 £
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&l 3.4 ik TreeExplore FRIRN HISHR ISR ABET TR E. B 5EUHEITH
WHERMBLRRS T ERARRTERE, HHMKEERSE RS BAwHE
RIS IR B U5 SR -

Figure 3.4 The Optimal islands search and the stitching post-process in TreeExplore Algo-
rithm. The dashed lines with an arrow along with the edges of the tree denote the BFS
search, the dashed circles denote the final optimal combination of node groups selected

by the statistical hypothesis test.

MRS DTM Gaussian Frffiid . H B2 5= A4 10770 s a8 B s 8o
Z )RS, HAh 05 0 % s ] DTM Gaussian SRR

3431 T EMERZRSEERE

25, EHEVEN Line 4- 14 @it BES i 7 DL REACHIEHEA A
MR EIAR S 0, AR I — I e 2 R AR A R — 1 s 75 U 4R

TEGEiH S FpLAR 5 2 b, AIC. BIC S54RHRREE A N TE IEMIAHESE T A BRAR
TUEL & P AT R AL IR PR VR I, IR PRik 540 B IS T IR ALY 1500 XA, W]
DA FF 336 226 v U0 Sl 52 Je A0 00 H A i 0, B S SR 58— 05 A5 0 /N T H BT 7
T AMEZ A, MEFZAT A B R RRZE, FMRE, S B s
BATIR R .

FAR 5 — FA8hr—— G B 56, I8 R S EAE R ¥ (Null hypoth-
esis) GE T i 2 MERIEFRBEAL (116, 1517, H P AH5 5 2041 K Pearson's y2 1
K. K-S K Ll K T A () Anderson-Darling #6365 . X B, R T 5
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U5 o )59 RUBITR R (0 Z A B «
H, : 305 o« FrEE B HBoukk B T20A40 s,

N Hy AR, BEEgE— P m MR, B0, BIREIRER o 715 5

H B 5 P B e P R 7 S, 3808 Pearson's 2 R4S . AIC i BIC
HEN 1B 0 45 SR 3 ANRA5E , AL R ] Anderson-Darling 44656 . 5 BIAfSkE, 1R
A 5 5 m (B A BTG I A GRS B S W AT AR AR, B SGTE % S5
AR T 15 AT v T B R B Y P R R R 20 AR RHIE . R T BE B R G-
means FITH 772, 13X BUR SR IOHS IREGE 70 0 B0 B B I 4R FE IR AT R g, AR
P AR R AE 92 T ik 5 251 | JE #F Anderson-Darling 484546 [152, 153],
FIERE 1% R REMAKT . RAE &R R G R I 45 B 5, A
BB WARRPER AL, W) H) K aiiids. KA BFS 4
JG, FAES B T R A B B s R e R . ] 3.4 TR T Sk R 2R
Jeon T PRI R, i I 10 [ B 2 s dae S BRI e AT 2L i B

3432 THEIEIE (Stitch)

74, BT AR B T AR R By, Hse bR B EAH BLEEL (I
B 3.4 1 oy A ), (ELE E T4 2 v T 11 559 KO PIE 2 B 7 180 5% M 1 3 B L
P, XML N X RIS E RE S E A T lid . Ik, fERNEE 15 5
TR TR SR, BUARE R e i 4 R K 2 R LA 0F, RS —
BT BRI B R B AR A N 1k 2 F — B2 2 AN B T DL SRR,
MR IR AR B I RS X AR I foe ) B IS AT R A, Bl

(s, aj*) = arg min - ,
ij #points of ¢; and q;

o oy W g SEAEHE BB S0, £, RRAA A A U5 R
SRR, £, F5 ape B e R 2 R 72 O B AR A

3433 BHEHLS5REESH

B A EH IS L 5 CLARURI YT s LI 838 £ A1 i 5 05028 14 B e A% T AL A (RP
J& T ZA A RN T 107
L2 T R/ DU B B 5 (D A5 FE GoF
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MR FR, B EP RS 4R 28N R E ) (majorisland) )& T 1E
HAsys Wk, T 80515 3 B M3 KL-divergence FABS{E A3 5 40 #
523 3.2 (Suspiciousness 54 41 ¥, %7€ 1 & MK BEON 0,,, B 0, ik
5505 i 15 e SUA:

k(0) =logd,- Y N;-KL(P(b|6,)||Pb]|06,))
bea;

Hrb, P(b | 0) ZFITTH b AELL 0 S AT BIBERAE, N, 255 P TR
REECH s IR EOE AN d, EVHRE, o, NBI5 i P ST

FEF AR AT A, AR HEA R AR, RO AT SO AR R
344 BEERESH

S ST SRS VORISR, A2 T B H BRI 25 R oIV ).

4 C Fn H FRIFHHE (C < nnz(H)), BE Alg. 3 1l DistributionFit(-)
oA HOE B B R B IS S RO TR B A ERIRECA T, IR T WG S
Bl BRI BUEZ B 5 By = max M, B4

. L .. log h
SBH 3.1. ik EagleMine #9018 £ 22 B 7 : O( O8 Mmax

-nnz(H)+C-T -nnz(H))»

IEBA. X5 EagleMine , 4 T A Z IR 4544 T, 1E Line 3 4 WATERLEVEL-
Tree Ml H T nnz(H) NMEHEZ oo AT EUEL, AR5 #E4T —{EL 1 opening
#4F: 1E Line 4 010 K40 3F 2% B ICHE R FE BR IS LE /N R e P =4 i, X PR HRAE 1)
BIRFEERIN O(nnz(H)); BFIEAE Line 5 - 6 17717 i (05) 82 0B 1A /1,
XI5 EH @ /N T anz(H) « FrLL, FF )5 4% B2 55 TR s O 7 R R 4220
a,Wmmampﬁﬁmmznmﬁﬁ%ﬁ%ﬁowmdmyﬁ¢r=@%ﬂo
WARENN T 22— EN ¢ HNERZ N nnz(H) W, Hrb SRS T
tonnz(H) o ZJaHRARACIHESS RE b, Wi E SR N O(e-nnz(H)); 1EH
REE—ZH, A UG ARSI R ITIEECH DT nnz(H) , BB R Y £
MY FIEIREW R O(r-nnz(H)). FTLA, BRI S, % water-level tree K 7 1)
HIEN O(z-nnz(H)).

TE Alg. 3 IR R R, 2 AT9UE R DistributionFir(-) HE A%
FER O(T-nnz(H)). BT HIEEF LR HRE] C A%, FTUALE T i BFS # & 15
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) YT R B R S € AN s BT FE WATERLEVELTREE % H Line
8 M atddE, PrLA 7R JEH T B DA WA TS, B RE2E
T2 C AN, RMEWEATIL Line 4 - 14 KPR R 24T 2 - C Yokt
PeH A Bk Sy l5 . BEHAT DistributionFit(-) VAN F iR 56 . AERFANREh s
(505) BTSRRI Y B AR FE S B 0GRS I B TR B0 B 2RI ARG, B/
T nnz(H) « TEJGACERRRE A fE S0k 560 I U7 P ] P AH EL 4RI (1 1505,
IR NFAERA T AT RS 2K
23 EPmiR, %% BagleMine ¥R 8] 8 44

O(t - nnz(H) 4+ 2C - (T - nnz(H) + nnz(H)))

lOg hmax

= O -nnz(H)+ C - T - nnz(H)).

3.5 SLIGIIES AT

RSBV 58 AN 7] (4 SEE 58 LA TR1 5 G P ) 78«

o QI A FAAAEW N AT: EagleMine RE WS v A o 1R 51 31 5 N\ BRAL B
W AH — S S 2

e 02 =4 #7: EagleMine BEF3 X B 7 B 70 A0 B 65 07 T K B 4R 12

o O3 Ft i il A A X LT HoAth O F B & ¥ 77725, EagleMine £ 57 & fa il
55 ERCRRILANT 2 Fe T 5 R A B TR 45 S Rty ok 2 KIvERede Tt 2

e 04 A4 j&: EagleMine REW H T B BIE¥E 2 A7 500 R P A
s g 2

o 05 T # 1. EagleMine X #¥s K/ e 2o tE vl 3 @ fryng 2

351 SEEEE
3.5.1.1 SLIGEIREE

SEI6 T AR S HE B R 3.2 fion. H A Amazon [154]. An-
droid [155]. BeerAdvocate [156] F1 Yelp [157] AR &M “ FH P -Win " Z 1817
SrRE, PR s AEE R A TN R . MU S Flickr [158] £¢
TR THP 5 RABANFE LR Youtube [159] #iid H /- A8 06 X R
PR R Bl . Tagged U4 AEIC4E H 4L2Z M3l Tagged.com, Ji4h £df & F
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Table 3.2 Summary of the real world dataset.

VG Y i B by R Krbius  BIFRRRRER
Amazon [154] (2.14M, 1.23M) 5.84M PRI
Android [155] (1.32M, 61.27K) 2.64M PRI
BeerAdvocate [156] | (33.37K, 65.91K)  1.57M o
Yelp [157] (686K, 85.54K) 2.68M o
Flickr [158] (2.30M, 2.30M)  33.14M  H AT R
Tagged [112] (2.73M, 4.65M)  150.8M  [EANIEER R
Youtube [159] (3.22M, 3.22M) 9.37TM  H P RIRIER R
Sina weibo (2.75M, 8.08M) 50.1M F PR TH B

B8] 7 MR L R R, LR T8 % . BN Type-6 fiEFE R R
HHRTEEE S Sina weibo #& M weibo.com M A FIEEL ) 2013 4E 11 B4R
HEEREEE, M “HPERIERE” BB,

3.5.1.2 S2if

AT T V£ B EIENE N 5 EagleMine XS E 75 9%, 445 X-means [115].
G-means [116]. DBSCAN [16]. STING [120] PA A DensityPeaks [121] &%, X465
IS HABE W RS, 4T HDBSCAN [124] 5L, HAE AN O(an?),
Ha R HA YR RE IS E , o R S EE RVER A S, B Y, AP
HOANE TR

e X-means: H K-means ¥ IF R ERIEN 5;

e G-means: W& max_depth =5, BIZIREZ XI5 FRHEEN 16 4>, Ll
TR 2R R B3B8 W E p-value = 0.01, SZIG4E RN 1ZS AU,

e DBSCAN: % & Eps = 1, K F #. 70 7] [¥] manhattan #5251 940 10T #E &5
B S MinPts ZHUR 1R BT B K5 uAd N R~ B 2R B 2 1A ALK
/N 50 F KT R, Tk — 4815 IR 5 N IR o Tl A 45 R f
—EBHG,

2 e SR AL TR FE R A [160, 1617 K AT 5 S AR 32 F5 %6 1 37 B 28 2 B 1) 28 0t .
3H-F DBSCAN =2 FshiASE 2N, HFIEATZEH OPTICS #HTS 5%,
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e STING: HJ#a1k ¢ ~ M;‘g’;ij L, 3:rf MinPts #1 Eps /& DBSCAN 3213 3,
WS, 2 fEid s T AL 7 Hir b

e DensityPeaks: K Gaussian #% F- R4 LK 1&] (decision graph”) [121] i 4%
BALIIRIEEH

e EagleMine_ DM: D\ E % j¢ = (DM Gaussian) 1% DTM Gaussian /£ A
IR 73 A R SEIL ) BagleMine 5% .

S h ok B T AURREAS 1A A0 T« Tagged HdE #24 degree vs. PageRank A1l
#triangle vs. degree FHiE; H ALK H in-degree vs. authority LA K& out-degree
vs. hubness $#1iF .

BEXTANR] 5 R AR A G BT B, RERIRFAE B4 E (BRI RN AT AR A
plug-in FT7VEBCE 2% B AL T [162] f77 Wi SE « FEASCHISEI B E S, RH T
—MRLT [46] R R UHTEEI], 0T B EUCAURRAE, U0 degree. #triangle 5%, 14
FAz O 3K B IOAE R oy B e B s TSR MEREE, W TS ARAE (hubness
1 authority), K HAEXHOE R T RI5 55 73— 4ERAAER H AR R ST . 9%,
SIS R E KA TR KGN p = 0.2 CA SR EUE R K AT e 2 & Rk B
fREE R, TEZAEE FISUE R Al B A 2
352 Ql. EMXE T

AN, TR A ATt 4 B P R AR AR AT E PR E 4y
BT o BT 2 (AR 1, OB S T EAS [FIRFAE 25 RV RUAS [R] 6 b 7 V2 30 2 s B 25 51, 3L
%t HE 734035 X-means . G-means DensityPeaks . DBSCAN. STING F11 Watershed,
FRAIE %5 18] out-degree vs. hubness. in-degree vs. authority A & #triangle vs. degree.

Kl 3.2d-3.2i RIR THE “HP-ER-EE” MR EEE B agisi R, R
FFFIE N A 7' ¥ out-degree A1 hubness 18, H: ' hubness W 1 7 B &I &
MEZE ., X774, DensityPeaks ASBEIRUF MR DU 22545 1, JR RITE T3
R REFR B P A7 (A S B A e S A B BT B R T SR AR BE B TR )
Watershed 5% A] DT BT IO RS20 23 B — AN BRI AN R W5 s 4, BRtid e T30
T TR R BRESE, RBP4 R, AR R
I 326, A AT S AR G X 38, %R B B 1 5 2 2548 T water-level
tree AL T [A]— Z IR s 4L A LA 2|, Watershed X BE 1R 3 — L8 15y % FE 1)
SR TAS B A 3 23 B H P S B K AR MR 4544 .- BagleMine JU38 i —Foft B0
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3.5E4 : 105
L1E4
3548
1122
354
112
35

11

(b) DensityPeaks {2} (c) Watershed {4}

manually tuned para.

U E i
IOIE-27 10E-15 10E-4

(a) In-degree vs. Authority (Sina @
Weibo) O :
® £ !
(d) STING {2} (e) EagleMine {5}

354

112

35

3 - " F
10 . . - .
. a . ii h
102

11 101 (g) X-means {5} (h) G-means {15}

10]E—23 10E-14 10E-6 0.02
(f) Out-degree vs. Hubness (An-
droid App)

(i) DBSCAN {3} (j) EagleMine {2}
& 3.5 ELVUAH EETHARX L5 ¥E, A FRIREM 22 4 EagleMine EEFHUR AN KA. B
Hbmv T R4S SRx BRI SR DA RR B BT RASE - (a)-(e): BFRBIESIE+ 2
NMNFE 3.2 FHPREEN K. (D-(2): & Android MR Apps KIYES B .

Figure 3.5 EagleMine visually recognizes better node groups than baselines in qualitative com-
parison for different feature spaces. The label plots reflect the node groups recognized

by each algorithm. (a)-(e): Sina weibo data (msg. nodes), (f)-(j): Android rating data.

#757 ARF] T 4 DBSCAN M1 STING Fr it i #9387y, FHAh 728 s X 3 QA Q)
A AR e EE B B R, RV S A/ B AR G BRI el R GRS B SRR LR
FAh, QF@MFERE T — e H B K (H hubness /NI, BMhA1H Kk T K&
MAEZNE (4% . ik, EagleMine AEWS LL—Ff 5 AR KL 5 1R 5 33
F =B 77 2N B SR — L5 TR S5 4

4k, B 3.5 F1 Bl 3.6 JE N 1 VUL AN [F) B B AN AN [F)RRAIE 2% 18] R AR 1Rl 1)
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AR SE R . JEAE ) BT EIE R e S — B4 5 43 2 A e A ) A0 vk
19 BRI R (BEL EhR I TR RRED . B o a3
B FrbRiR, &5 R AN F B EARER AN R Rk i 2 A R 6% s 2D
MRS R v DIEF], G-means Al X-means i3 &0 %] 7 W 2R % 774 7T F
LT AL, FEAFFA AR B I TUALE R DensityPeaks %A AR A HRZ
KIBEAE R, TN AE:: X T DBSCAN A1 STING, Rifsfid it )i
ZREM AR BT B b R R R X, (R AT RS T — SRl BEI R,
un, Wik 3.5¢ Fiaai @ 1 © #4 - EagleMine ik REAERAHL IR — Lo 454,
JeuR T AR ST R H, JUH R X g S R PR R o

3.53 Q2. EEEM

X

R BRI EE i 4 ] L, D R] DR e/l K B2 HE DN MDL K% &
FIRM R E A PERE CRILT (119D . fiMiE 2, MDL FEBSAE T W R R g
g SE A O AR AT T 4, A A6 21 I A s e P i B A LSRR, R A A Y
BRI FR g A K B Bk« 5T MDL #E, EagleMine IR KRR N:

g

S

L=1og"(C)+ Lg+ Lg+ Lo+ L,. (3.1

X SRR AL T 1 LI

o il IFEEH % ZE log*(C) bits*;

o Hihh C M AN 3 A ETCIETRIR S T2 Lg = C - log (1Y) bits:

o %4> DTM Gaussian % |0] = F + 08 + 1 28, T H4ERAE
(F = 2), WSTRIH)—4En40 0] = 6. HILSEHIHRLKEN (0] - [, bits,
1o PR B GRS, ERAT B E R 4 x 8 bite Bk, &S H4miY
TE Lg = C|0] - I, bits;

o XT BRSO, LFTE Ly bits RGN0 K5

o JIFIAIRETRE L, bitso X TIESIG o HAJ—DHIOH b, T IBAAY
BT 28 808 h = [2Nf'P<b|9f>J; Ik, b H SR S AE R HE A bk 2
N h=h+e XK, BEHREMGKEN L, = ¥ylog" (h—h)+1), Hh1 k&
SRS AL Gt o

X H, log* SR X R E A RID KT, BN logh(x) & log,(x) + log, log,(x) + -, fERF A H {15
ARLE IEH AT [163].
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3.5E5
-

10° (b) X-means {5} (c) Watershed {4}

manually tuned para,.

3.5E4

3.5E3

354

35

1 100

-,
35E3  3.5F4

(a) #Triangle vs Degree (Tagged)

(d) DBSCAN {3} (e) EagleMine {6}

1122

354

112

» (g) X-means {64} (h) STING {4}
11 7

IOIE-ZZ 10E-15 10E-8 1

(f) Out-degree vs. Hubness (Yelp

Rating)

(i) DBSCAN {3} (j) EagleMine {3}

& 3.6 EagleMine AT EMEMEREELEL . (2)-(0): SFRLT Tagged HABREHIFR A (#triangle
vs. degree), (f)-(g): A Yelp VRO EIEEE (out degree vs. hubness).

Figure 3.6 EagleMine visually recognizes better node groups in qualitative comparison. (a)-
(e) : are for the homogeneous graph from Tagged website (# triangle vs. degree). (f)-(j) :

use Yelp rating data (out degree vs. hubness).

o T AR e v, BT ) J U 4% B2 ABL (119, 163, 164] S5 177 X
SRS ) MDL R

ST 4B TR, B 3.7 Bon 73T MDL fabs st thgh . ATl
% i1 EagleMine il 25 SR (W HR g A BE B Jid, A A5 8 12 R0V — P S 7335 114
Kl 257730, %ttt 5 STING, DBSCAN, X-means 1 G-means 771, 73 #r %4
HEAE LM BE AT UG Y, BagleMine 4645 4w AL 1 B2 EE 45143 1685 81.6%.
79.0%+ 65.5% #120.2%; [FIi}, XiE.F EagleMine_ DM H45 %, EagleMine HT

49



DRI P Bl 1 SRRV A e e A a2 0

x 1000
10000
u EagleMine u EagleMine_DM m G-means
X-means m DBSCAN m DensityPeaks
ESTING m Watershed

1000

Beer Android Yelp Amazon Flcikr Youtube SinaWeibo Tagged

1

o
o

=
o

& 3.7 EagleMine FIABRRITEER R LB . ARBIRE LR/ IR KE MDL #i5
FIHEE. EagleMine =42 B AE IR AT KL, VR R a5 SN Hm B A% faT 9
WRESS, FEMRR TR R .

Figure 3.7 Quantitative performance comparison for EagleMine and baselines. MDL is com-
pared on different real-world datasets. EagleMine achieves the shortest description code

length, which means concise summarization, and outperforms all other baselines.
HRE T NS PR IR IO A AR T 6.34% HIPERETRTE. LA EagleMine i it 18
o R RES DL A 0 G 51 2 7 0% B PR AT SR S R

% 3.3 EagleMine X T BRHMEE RN S L LR

Table 3.3 EagleMine's summary for multi-dimensional feature spaces.

RPIEZE B 42

3 4 5

P M RPAIE HER

out-degree + Amazon 71,029 106,029 201,696

top-k hubness Yelp 41391 46,971 59,267

% T2 YR T, 1172 Amazon FT Yelp HO4E EHRHRF 3-. 4-F1 5.4
REEAL) 1 AN [ B 77 819 B EagleMine #4743 H7, 31X HLAHEAER H out-degree vs.
top-k hubness (FIATHEAF I SVD 4M IR UG & /MO 28 SV TSRS, LA
K/l EagleMine_DM Kl 5i%, 2 3.3 Higilth T 5k M550 MDL 45 5. [Alit,
EagleMine i 478 5 45 RFE £ Pl FLI FERFERSE 2 77 O HER AR (1 K
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R 3.4 BOIREEE PRI B KRGS M BT SEE R 45 R

Table 3.4 Suspiciousness ranking of found micro-clusters in Sina Weibo dataset.

RPAIE 2 ] RHERD () KHFER

Out-degree vs Hubness (Fig. 3.21) | D, @, @, @, ©®, @, &, ©
In-degree vs Authority (Fig. 3.5¢) | &, ©, B, O

3.5.4 Q3. RE®KM

N7 Ut EagleMine AW AT R0k i Bl v 1) e W 620, AN HE & U
AL SR b5 FoAth O A 1 R R U S5 AT 7% e SR, W EL AR
+5 GETSCcoop [45], SPOKEN [54] 2 FRAUDAR [69].

FEA BN EE T, B3N 5] DR /NIAS [i) 85 R P e 1 I 3R R VE Mo
AT A EAE AT ENRLI 23 47 o S256 v 25 8 30 5N ) Tk S, 2 5 A7
TEON BB R VEIG U HEAT TV NARTI, b3 i i B AL O e e 49l 1 8 50%,
Bk 8 5 Mriky H AR FIREHCR o0 RBEAT e, 1B T 3 3.2 s i) 3 Se HiE
TENIEANT 5, BeerAdvocate "{E AR/ 1K x 500 F1 2K x 1K, JENEE
>N 0.05, Flickr HyEANBREI K /IR 2K x 1K F1 4K x 2K, FEASRI% A 0.05, 0.1,
0.2. LA F score 1EAVEA Fia bk B B0 N7 B T SRR IR 2%, 18] 3.8a
HL T A% St A B T MR B S 00 45 BP9 4R R 45 R . Hd, GeTScoor
1 SPOKEN AR AEAT I BUEFIRITEN B, BT LA 25 RAE B AT g . A4S R R B
RMATLLE 1, EagleMine MR8 — SR T Fraubar, FF HANR 2 547
TEAN%E4T ) EagleMine 80 45 S 1) 7 22K B FE /8

7E A SHR P S A, SEIGEGE T EagleMine 55032 A6 i i i I 3T
TP A ) S E AR o I TF B bri —Se ORI B SO DRSS, axX ey
2R T MR T 2 BOAR I 45 SR DL K #F EagleMine A& B ) 7T 58 {5 Hh R BEAS
BUMRIHR 5T A BRTE S H Y SRR AR 20T (691, B

o WETHIET & BT BR ) B P T P 55 LS

o HARTFHIIAILIK ARSI, UL AR AT BEVE(E S B UARTE 1

S SEBRARAR s o R A AR 4 A A
STEERZSIRAE 3 4F (2017 4F 5 ) Z R il FriR s R 05 APT 42 M AT A 6
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© o o
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Accuracy (F measure)
©
N

M Fraudar [ EagleMine
. ' B _

o

Appsin  Xiaomi Apps in Appsin  Xiaomi
I0S7  phone  |0s7 10S7  phone

—> User retweet messages

(a) KRENKVRAT A BAER 2 - (b) REWERLBER
(a) Accuracy for detecting injected fraud (b) Graphical view of anomalies.

& 3.8 EagleMine ¥ RMtEEE. (a) EagleMine 7E BeerAdvocate 1 Flickr B8 RENIK 7
AR H BB BRRAIBER. * Hd GetScoop Rl spokEn KBS AT —IEANIR
FRERELER: (b) EFRBIGEEPRNBIRKRE “Jellifish” FEEELEH.

Figure 3.8 EagleMine's performance for anomaly detection . (a) EagleMine achieves best accu-
racy for detecting injected fraud for BeerAdvocate (''Beer'' as the abbr.) and Flickr data.
*Note that GetScoop and SpokEn are omitted for failing to catch any injected object. (b)

The anomalous ' Jellyfish'' anomaly pattern identified in Sina weibo.

FEME AL, RMEE. I ACEORING 22 H0%%

o KT s, B RACRS LA — 8 B KB A DR U SO A 25 R e
Rk, fReAbric gl Bt 5,474 ANFHEK, 4,890 2l BEfidE £

EagleMine HiLiR [A] | & MR % 06, X 3.4 ol 778 & 3.2 M
€1 3.5¢ #' EagleMine ATiR AR, 45 FARYEAS 420 7 HED .

KH AUC #8br (ROC HHZR T 7 AR Sk & RN SR Hh 1A e Al 45
RAEFE; M EagleMine Tl H KLY AL, #% 1 hubness BY authority {8 FF 7 HE
Fl. B 3.2c BoR T & EHEFERMA MR . L0485 SRR Y], BagleMine %}
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Figure 3.9 EagleMine performance for temporal fraudsters retweet activity. The retweet
threads are mapped to different feature space. (a) Response time vs. Retweets. (d) RT-
Q2 response time vs. Lifespan. (b), (¢) show the summarization of EagleMine with DTM
Gaussian similar to Figure 3.2a and 3.2i show the detected cluster. Most of the micro-

clusters contain a high percentage of fraudsters (marked with text).
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Figure 3.10 EagleMine is scalable. EagleMine and EagleMine_DM scale (sub-) linearly with

the number of nodes in graph (or the total value in histogram).
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(a) Speedup statistic for the (b) Optimal densest subgraph density (c) The linear scalability of

densest subgraph detection. quality comparison. SpecGreedy.

Bl 4.1 AR SpecGreedy HERIRE . HHATY RH. (a) ERBRFHFRTLL
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WM ERTE, BARTHHIER] 58.6x £%; (b) X EETF Greedy Ml SpokEn &%, 7F
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A 1.26x %), HAF 4 MEFERIEFEL (> 0.996x), Fs5t 2 ANERERRT DT
0.9; (c) SpecGreedy FIEHIZATH H]5 BIHIKA (BH4%) BLHEXE.

Figure 4.1 Proposed algorithm SpecGreedy is fast, effective, and scalable. (a) Our proposed
method detects the densest subgraphs with the same or comparable density quality up to
58.6x faster than the widely-used Greedy algorithm for various real-world datasets. (b)
SpecGreedy has better or comparable density quality compared with Greedy and Spo-
KkEn algorithm in the densest subgraph detection. It consistently outperforms SpokEn
for all graphs and finds up to 28X denser subgraph; it obtains the same or denser (more
than 1.26x) optimal density for most graphs compared with Greedy, and 4 graphs with
very close densities (> 0.996X) and only 2 graphs with less than 0.9 density improvement.

(c) The time taken of SpecGreedy grows linearly with the size of graph (# of edges).
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TR K DA R XA

W 4.4. [FRAUDAR] /23 5% 7T 58 T B AW B A2 F, [ ¥ 3 & Fo ik 3 69 B E AL
HETRENE, B, A= ay; D AERTT S ufeikil e; & AW TEHI K, Edo
AX @42 T, AR FP=A+2D,. Q=18%E, ALZLTHEATZE,
HEo0F7 xTPx AT R B AT 8RS

I, T AR L—AFBA 58 Gy (9 THRENMEL, P Gy 2T —
ANBFE R b EATFAGBE SRR L, G P2 TR EDH ()
XTAg x THBR R, MAEZHRATEE- G FHREE T, Blde, TLBLAX X
A HHE ) L F T (Generalized Pareto, GP) ®A&iHE—F B+ &, 5691
H[188], R T At — A MALE LA R ApIF 5 AL A ki I 20 #

S 4.5. [SPARSECUTDS] SPARSECUTDS B #R-/2 TR F| — A AN L FH LA H5RH
TR RS HREEGAR A, FELRKXE AR R DL E A K
FHAKAR [173]0 MBI 4.2 F |cut(S)| #9%& 7, SPARSECUTDS # & K1t H
AR AT XA Ky

T (/1 T 2a
_IES)—a sy ¥ (GHoA-aD)x (A 25D

IS x'x xT'x
£b, a EHEERDHEORE, c=J+a HFEHBAF. Hit, GenDS 52

G HILEN P=A+2D. Q=1, £F D =—-2D,

8.(S)

# 4.6. [TempDS] TeEmpDS FA2A2 M 5 & SCV 2 XWAETH, ZTH
FEFR  RABIAREO AT EIE, mAeR—8 R -1 50 EfRARS69:E
B [166]c & A A, D AVKRTE S E P ABARE ] ¢ For — 1 69 B Pk PR A9 AR AR
M, ZH, xTAx A xTA,_x DA A TEHETEF x £ E A F 5697 B A7
SENK PG, BAFETES K aysrak, TemeDS )69 B AR A XA A
xT A x _ xT A x

xT(A,_;+2Dx  xTA,_ x

HEW: 4.7. [Risk-averse DS] 467 — AR G, HARELEE A b E/AEG T E a;; R*& i
A (uy,u;) WIHZAIR (expected reward), RARLF KR 6924 R 7 H R (risk),

g(S) =
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2 3HE |a;| KT A9 R B, ATTRTH A=A —A", L P AY Rdj A F
P A EAR MR BRI, B0 LT E A AT = max (¢;;,0), T A” A MR
RSN, B4 FEH A, = |min (q,,0) |

Risk-averse % J&.F B 42 [7] AL B A7 A 3K 8] — AN B 8 K EAAAE 69 -F 3 &
HE D QAR E-FHEGTRE [175]. £ GenDS YAEREATF, 2T P =
A*+2D B Q=A"+pl, AF c=101, @BEFETREKRD S| 9THKIH B
Yi-72 = 0 EHFEHE KD,

R K G b e IR, ] DLE R I A7 2O R Y
R, I3 GENDS IHEZE
B|# 48 b2 —AN=3FB C=(LURE)L|L|+|R =n, BCHHEE_FFH
BRI AR S T T a9 E: 4y e (0,1} ze (0, R xFmAfTaE,
X = [y,z] €{0,1}", H4E%HP, Qe R™ HEZ =T 2 X:

p. A 0 Al (D 0 I 0
P=[A§L 2 =%[T ]+[ “ ],Q=['L 44
A b, AT 0 0 D 0 I

;’(—‘1’, Cr, ﬁn Cr /TJ\%'JXTELJJ—_ L ﬁ" R q”%ﬁ%*ifﬁ, I|L| ﬂc“:' I|R| %%k']‘ﬁ |L| X
|L| #= |R| X |R| #9424,

IER. X TR E x, EXERB 6x) = {i 1 x; = 1,i € [n]}s WIBIEFER T 5T
EHRRN S =6(x)=6(y)Ué@), H Lg=46(y), Rg=26@). Hik,

x'Px=y'D, y+2z'D z+yTéz+zTA—Ty
Cr Cr 2 2

= yTDcLy + zTDch +y Az

= Zc,- + Z a;,

ieS (i,j))EEANiELgANJERg
Hep B0 x"Qx = y' L,y +2" Lz = | Lg| +|Rg| = |S|- WD, =0 HD,, =
0, N x"Px =y Az = |E(S)|, ENLEHE G(S) T A& KL% n

PTG R B, g A T B SR R B R R T 77 A 1) — 88 ML, T
DL TNKE B A B LATA, S 53— R 2 h RAE A 3 A = A - diag( (lTA))
an, BRE A BTREE A h(x) = x* (a € RY) B A(x) =log(x +¢) (HH e &
— AN E A DL S o BEA R RSO o« A, AT PLRIA 2 T 3R motif &
S B (189 LA I A, 5 ) A2 2 A R (1) R S A
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44 BRSO

AN, 45 T GEnDS AL 5 B B 2 AR &, wH] 7l
LS I M — Sl A 4 A Ve R A Bt 1 R R AL A3 AR T 2R A

XTEERIE ¢ LHXSHIE ¢, Buabtyg 7 anhE XK “1ERZE” Bl ¢, =
(V,E,), HHMIA%EN E, = {w0)w,0) € EA(v) ¢ E'}, HABMFERR
HNA, =®-QF. B, 7E ¢, Erh iR BRI RS H HARE T /57K
1E G I B e RACRIN 7E ¢ i3 B /M, BRI IR IEE TR . X
B, A (4.3) 52 UK H AR R BT EHTE R

x'(P-Q)x xTA,x

S* =argmax g(S;P,Q) = argmax ——— — = argmax
1S|>1 xe{0,1}7,|x|>1 X' X xe{0,1}m|x[>1 X'X

Hik, 230 (4.3) FRFERE Q BfRitL N FALRE Lo 72 5 82 AL 20 B s A X
P E X

4.4.1 GEeNDS [ERAEL S EE 2

. (4.5)

— A nxn XPRFE PR — AN EENE U ARAE 0 A SEHURFHIEE (A —E 5%
ANTED F AT L RSO S AR [r B 2 1) T 28 b O f 4k B RE N R 5 U (4.6) 45
g, s Ep LA R EL{E  (Rayleigh ratio) BRI IALAL 1] .

xT A x
R(A,,x) = T -XE R”, x # 0. 4.6)
XX
Her, A, eR™ HA, =AL. MHAR 4.5 & X1 GenDS AL H 72 H M4
A I — PR RS L. B T ) Rayleigh-Ritz 2 [182] 45 H T I FE A, RFAE

AT E A @0, MEiE,

SEHL 4.9 (Rayleigh-Ritz SEH?). B2 A, £ —A nxn 9atARE, L4EEEH A >
2 Ay, BRI ROHIEREA v, ... 0, AERTHRR:

Ay = max x'A,x=max R(A,,X) < x=u,,

[1xl1;=1 x#0
‘ 4.7)
A, = min x'A,x=min RA,,X) < x=u,.
[1xll=1 x#0

E—EFEHT, HT1<k<n 48 £FTHu,...,u, kRt =HHF 2L =0,
St & 8) EIANEE, N

A = max XTA,X: max RA,.X) < x=u,. 4.8)
Ix|l;=1,x€8;_, x#0,X€8

*Rayleigh-Ritz 72 # I BH 2 WL SCHR [182].
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XA ETEANE ] S 1, R(A,. x) IBCRAERI Ay

Achiya Dax [190] H4-55 B5 [ RFAE (R AN 45 BT IR LL, R4 ke 3 3
FETRERE, 1927 55 i R 7 AR B S ALK R R ML 0 o 3 B g 1 3 0 MO ) R IE A
FAAELENTAEAR KA SOBOR I B0 (1917, B ) FH R B2 1) 3 S R 7 7 [ e oAU O
RAEAE 73 A 45 R

WA, A HE A RFERAA, =0V =Y suv  , U= [u,...,u]
V= vy, ....v| WFRRE. HE e, XA X = diag(oy, ..., 0.) X
LT E5MH 60 > - > 6, > 0. W T8 T2 1E @ M ARBE R B 8746 R L, ] A
JHl Fiedler [ij & CGEAMHE (PR M8 RS 4.2 b B 5/ N BIEE 7] 34
[FJI, 3 A] DA 200 ) 5] 2

5| # 4.10. *FF GENDS FAAF dAN X (4.3) 2 L RMLME, TUERTH

dYovil @9
JES

EF o (v) RTTF@E W (V) 8% ALK SRGRLE LA g,, <o

T n
5 X A X 1
S$* = argmax —_— = argmax — E o; E u;;
xe{0,1)m,[x|>1 X' X szt ISTE |\ S

B 411, S TFAEME A FHE—A5HIE o, EHBIEQF U, v LRK) 4
M A=A+l 35 FHME A +y QHIES S,

e Q B T IERMFRIERER, GENDS L B — R T %, B AT L
AR @.3) 7 R IR R

x! Px
xT'Qx

RP,Q;x) = ,XeER"x#0,

2 R ) B KA T SURFAE 73 A el i, RIS 552 B 4.9 SRABLIK ™ SUR b R
R € ORUES SCRAEAE R AP o (B2 8 2 F0Sk B0 MR FE 1 27 Sk, bt
KT AR (4.5) o iz B e OB .

FAh, K FARRAERE A, € R™", w] B S F -5 Z AR R — R AL 1)t

XA,y

R(A,,x,y) = ,XER"yeR", x#0,y #0. (4.10)

x'x +yly
Z ) B AR TR A (4.6) E R HRAR ;. A SRR TAAEa T 2K
LT B 4.9 Ry P 3, X R 20 B T2 G BT 0k — &8 B A iE — AN R E R oR
%E% (R(m+n)><(m+n))o
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SEH 4.12 (Bi-graph Spectral). 182 A, A mxn 894E1%, 3T 693 FAASBH A,
UV, st FEEmExeR™ yeR" A4 THRA,

T X =W
max X' Ay> max 2-R(A,,X,y) < , 4.11)

Cxl=lyin=t T T xR0y y=v
AF, 0, CU. v, CVHANETEFFilho, IR F i NEFF@ERE i A
HHE RO T RA—MOHHY, HF 1<k<r, SV RS pALTH U, ... u

Fo vy, ., v, TR EY R ], ﬂSg:O,S(I)/:(), il

X=u
o) = max X A,y > max  2-R(A,X)y) &
lxIly= IIy||1—1 XFOYA0 y =V,
U
1S, . yLS . b S AR

B N EFRIERE A, € R™", SR A R E M RE RN A, = UZVT =

> iouvl, WR0<i#j<KMulu =vv, =0, HMHMH L.
HEMEZRRR Y € R" Mz € R", XF5 A, SR ARk A &N

R(A,y,2) = EyTA z, NHEDCEERE |yl = llzll, = 1 K& 5L 2R [yl # 1 8¢/

Al llz]|, # 1, @EH— @C}:E/Jlﬂiy—\/—ﬂlz—\/;_z, AEAEAN T B4 -
v'A,z \/_\/zT A2 .
RA,;y,2) = Ty +27z  yly+2%z ° Al 5 5 = RA:§.2).

AHEEV = (usi e [K]}. V={viie [K]}; MTEH412 BT TR
=S IEAT IS
B 1. WRy=w eV, z=v;€V, I
Zj=j,
RA,;y,2)=1"
0 ij.
Fk, R(A,;y,z) < %, HYi=j=1 250
B2 W y=uecU,z¢V, Nl

. v\ or. 1 7. _% _0i
R(A,;y,z) = 5‘71"1 z< 251"1 = 5 < >

MAB—FNFNEE y ¢ U, z=v, € V, W BZEMUUE IR R4S BIAH R 4516 .
B3 Wikyg U Hze Vv, XRT R" FRFERELESTE LN B,
vur, HF U = {(ug,,,...,u,} 2 HFERE AT 12238 (Null space) A &2 K,
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MTAERI i j € [m] W2, R0+ Wulu; =0, BUHEMEN 1; Kb,
R" 2 XS R A B SN B, = VUV, KAV = {ve,,....v,} RHEEA,
M R EA R, M TEEN e [n] W2, mRi#;jWvv, =0, H0HK
(9 1o 55525 [E) X I (1 K 2 5 (44 05 0.

MM ESLES B, M1 B,, FEy. z W 0HRR Ny = Z, Sju, Z =
Yoy v FATHIRECs; Ao R R AR, WAL XL 5T = Y 1 = 1.
Hit, AL A48

K
1
mmmm=52mwhm%f

K m n
1
1 K m n T
= 5 ZO’I Z < Z thl >
i=1 j=K+1 I=K+1
1 K 1 K
== = ) oilsillt]
3 2O S5 20
1 _ 0]
—~ max o; = —.
2t€fK] 2

Horp, frJa— T S USRI P

K 1 K K
mem;2§+;@SL
1= = =

BRI, i bprid, TR RIS RN, X THEERy e R, ze R", g
RA,y.2) <3, HHMHy=uw Hz=v i, AL F R A2
PALASRABLE) 77 2 R BN EEX o B—RRIHTE u

ST #E C=(LUR, E), HAMERIEN A e RIEXIRI Z248 40 F (ki -

5|3 4.13. FRAUDAR F 2 SR R E =3 F BARM F AL F , 4o R P = diag([s2,A'h))

A x"Px = |E(S)|, Wt ptyRmEmmTETH
x! Px

S* =argmax —— = arg max R(A,,y,2)
xe{0,1})" XTX yver013ILl ze(0,1} R
Ix|>1 ly|>0,]z|>0

< arg max ZO’ Z ;i Z Vii |
s=syus. 5121 S| £ &y Ni&w

EFu, v, oA FRE Y Ay, FE TR REEEHL g, <o)

(4.12)
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442 EBESSHAEMR

FLAH S, AR TYE . AL TR S R . ELR VRIS R
RGg5, BAVZARIRRAE, BRI A2 o oG Re v, R
T S o L AT A B AT e IR TRDRT 2 8] ) F e RCAE A R B DA Bt 5 v 6K
IR P2 WA (27, 192] R 2 B scth A EFER 22 i i
H I RES AN, AR S 3T GERALIX) IR 4D
B AR B AR R RO . 77 e RO 2 I A A 55 55 . 34k, AR
F A o 5 TR P LA B8 KRR AR ARLAFDGT B (R A ) G 3 —— FH TR W 44
{H (" network value" ) —— ¥ 73 Ai 5 ™ HLAWAS I [193].

Rk, R TR @i, 3T GenDS il i g k. Fath 7
I B S A 2 7 S ) BT 3 [ 2 A IR A M AT B8 R AT T LA KA B LA
SXof IS PR ARFAE: i) £ AR KL P — 2 0 3R T DA 28 ) it — e A 2 7 P 9 i e £
I DAL REAT SR 2 SRR I o 7R B b AE T T ) B30 0 X LA R VA I A4

45 BRSO

AHi R T A Z IR 1 SPECGREEDY ik T v 1 LI % 5 1 B R
] % GENDS, FE45 H T % AT 23 #

PEAL TS S B — N # DA % 1) Charikar 700R B 5H L, Alg. 4 JBR T HIER
BERMELE . AR VB R N BIVE N A, AR5 BRSOk PRI ER — 4
TR IZ T R R G AR R AR T A AR R B B RO, AT AR — A
RANBHCAR T 5, f i A 3 B Fia b g R T I-. 0 T
AR R, CARENLE R 7 UM BR o SR ORIIE B Ja 1% [R] 1 45 5 22 /0 2 3
WAL E ¥, B g™ > 1, . WMHLEN G R—ATFE, W Line
10 S0f BT B4 /7 B X,y R RS/ B AT IR

TERE Alg. 4 v, SR —Fhk Se A 1 E5 4 45 1) 87 2 5o M) I ot 2 v 1) P14
M, BRI TXWHOEA |V B RTTRE N ERARZ T
e AR AR M — AN AR BRI G IR . A S G A B 8 R
UEAT )77 20 (Line 8) LA FTAH OG0 3R (Line 9) MIE A4FE /& O(log |V]), M Line
8 #| Line 10 MRS F BILHAT |V Ko B2, AR 5 BN S A 2 e
W E| IR, BRRECR—%0. B, BANEIEMERER O(E|log|V ).
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#¥- 4 GreeDY Algorithm

Input: Graph G; density metric g.
Output: A dense subgrpah of G.
1: if G is bipartite then
2: V<LUR
3. else if G is monopartite then
4: V «V
s5: end if
6: Construct the priority tree 7' from V'
7. Xg <V
g: fort=1,...,|V|do
> Greedly remove the vetex from X,_; and its adjacent edges
9: i* < argmax;cx, g(X,_; \ {i"})
10: Update the priorities in T for all neighbors of node i*
11: X, <« X, \ {i"}
12: end for

13: return arg Maxy e(x,,..X} g(X))

B I B E R IR AAE — D RAR B I S AR RN — 87
B, N TR B AT AR B AL RS, A Alg. 4 TR B PR
BT 2 RIIEAC, X EERTIIE BB . ST AR S PR A AR AR -

45.1 IBIpHRER

SIHE 410 A5 B 4.13 Y] T EBRNE KN ER ¢, < A, HHEEH 4.9
MER 412 W T o, B1EE 8, IEAZMSEAS Al R A I 1) S AR AE L5, Al
fift S* R ITIE BRI T SE PRRAE i) 8 5 B % 7 BRI 2 IR B R, BIDTE T
BOR AT S BN L A7 e 1) B P & T S HIR A RS A i

SR BN T LA A S 10 F e R IR AS 200, 785 1 BRI i mT DA i
U () — BN RIS BT R, AT B S A BRI o X — i RN
HNSc={S,....8}, Hh1<k<n HPRITHEN:

S, ={k;wy > Ap, ke [ILI1} Uk vy > Ag. k€ IR},
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$2: 5 SPECGREEDY ALGORITHM: General dense subgraph detection

Input: Matrix A, of the positive residual graph G,;
density metric g; top approximation rank k.
Output: The densest subgraph.
1. [U,Z,V]=SVD(A,, k) > Top-k spectral decomposition of A,
2 85=0

3: forr < 1,...,kdo

4: Construct the candidate node subset .S, based on u, and v,, i.e.
: 1. . 1.
S,={i:u;,>—,i€L V> —, R
=iy > gl € LY UL vy > e € R

> Greedily remove nodes to maximize the density metric g.

5 S¥ < GREEDY(G(S,), &)

r

6 if g(S}) > g(S) then > 8(S) = gl
7: S < S

8: end if

9: if g(S) > o0, then > Spectral early-stopping condition
10: break

11: end if

12: end for

13: return G(.5).

B SE @ DMK A R AE u, Ay, g G Ap AT Ap 9 ¥sE SCROBIT IR ;s
S, Fr3 1B G(Sy) R B R T RS EN g <0 o XH, RIELK 4.9)

FIAR (4.12) PRHRIEARRIL AL, T5E AR &, = <o A A =
(@%ﬁ@Aﬁ%ﬁi@%%X%ﬁ%@ﬁ,whﬂm=nHAL=Mﬁa%%

452 EiE

PRI, A SN P P 2 Joit AR 2 3R 128 SR i B 1 B 5L SPECGREEDY 2K 3K
fit GENDS i)/, Bk Alg. 5 K& 7 iZ8kN45H1) .

N IEFRERE G, MATEEIE A, I RI8R g LA Tl oK %
AR KN IO AR AIE 7] B I ARARR ke, 9% SPECGREEDY 15 403k B [ 1Y top-k
(1% 43 fig e L (Line 1), 28 J5 5 T X LLTHHS A7 57 1) S A U vl e () e % 1 Bl fE 4
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— I, AR AR B S u, A v, MR T4 S, AR5 FIH GreEDY
BOERTINT B G(S,) W % B S KA B FE TR S g+ BOEMRR 5 — A 4 el
L5 20 ARSI 15 38 10 B TR A 1) Ok AR A 2 A AR SR AT b 25 A (Line 8); B
JE IR B BAT B R FE I T

W, FEPRRA R 5E TR L2 DAY Bk G(S,) feilid HE LI
(0 f 3% T RN By (BT B A GReeDy 5920 KI5 21 (1 24 i B IR 5
WRAFAE 1 < j < nifife gy, > o) HTIHBIRAS 7R (o) > 0,) AT
B BRI KRB BT (g, < o) KRFR, T HIET 75 5 6] & e id 1) 1 B se e
BN B AL BERDA gy o EAS— 4R, BT E S RERRAEE . & R ER
MBS 53 A LA B TS A5 B0 AR PO BE A8 R (RAE. ViR S0 2 -
(PR VN RPN E EX FPvin P NAN (L SRV

B 7 5L Line 1 As I E BT top-k W0 ff 7 72:41, B IT R%AR 5 7288
Krylov 175 [8] J7¥2: (41 Lanczos 7732 [194] &%), W a] LU —Fh 5 P () 5l 43R 1F
ey 77 R PRI E r 4+ 1 DMK A RAE D WEAIR . SISk — i a7y
R T R SEIL: ¥ YT 5 top-l KA ME 53T 7 &, 412R Line 8 IR ATZ
IEZEPEANTH R 0, AR K s 4k top-( + s) A RESE F H&.
XFB L R T N AWOE AT E R [ + 5 > k BT EIRATA L&A B4,
N TR A SR, AT DB K Line 5 150005 B 4 HoAd 1
T RIRSLYE, 10 GREEDY 4+ [174] BUA& PEALX) S 545,

B 4.14 (BE A1 55 24 ). SPECGREEDY FL ikt 5 22 B A+
O(K - |[E| + K - |[E(S)| log | S)),
—;Et—‘:F' 5’ = max|5i| Si’ K y‘]ﬁ'ﬁlﬁ/i\éﬁ k‘]‘o

HARSKAE R, K = min {k,r,, + 1} Frf k HBANKISEL r,, R
JE g* BP0 R RR . FERREE B B — AN TOURARRAE ) 52 B AT 57 1) 2 1 52 0 P A 2%
YERT COEW))) s MRLTFE GS) , HIELE Line 5 Hor Ol HIE M & % B
N O(E(S)|log |S]). HHTFLSLtHE G & 5 [r) B R TR T R I Im a1, 8% 2
A 1S < V|, B, SpecGreepy Bk M E 45 K A B2 26 1)
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4.6 SERRIOUES oTAR

AR 58 Y T AN R S0 AT 257 T ) i e«
o QI. Fikmat: SPECGREEDY FiE R i %+ BME B, 54 ATt
SEAR PR RE an ey ?
o Q2. ¥ A K M: SPECGREEDY 7E ESLEIHLE H IR BUR B AFE? XT
TN TS [R5 P55 1 BT DA R oxsd ot LA 2% 7 I RE 7 3 AR N 2
o 03 T4 & M: SPECGREEDY 7 75 i & H N I H K /NAT 269 2 2
R 43 ERTTASERERNES

Table 4.3 Statistics information of real-world networks used in experiments

Name V| |E| Content

soc-twitter [195] 41.7M | 1.47B | Social network
soc-Sinaweibo [196] 58.7M | 261M | Social network
com-Orkut [197] 3.07M | 117M | Social network
twitter-ASU [198] 11.3M | 85.3M | Social network
livejournal-MPI [199] 5.28M | 76.9M | Social network
ca-DBLP-NET [196] 1.31IM | 19.0M | Co-authorship

ego-gplus [197] 108K | 12.2M | Social network
as-Skitter [197] 1.7M | 11.1M | Internet topology
web-BerkStan [197] 685K | 6.65M Web
soc-Flickr [198] 80.5K | 5.90M Social
road-CA [197] 1.97M | 5.53M Road Net

com-WikiTalk [197] 2.39M | 5.02M | Communication

web-Google [197] 876K | 4.32M Web graph
ca-Aminer [200] 1.56M | 4.26M Collaboration
road-TX [197] 1.38M | 3.84M Road Net
road-PA [197] 1.97M | 3.08M Road Net
soc-Youtube [197] 1.13M | 2.99M | Social network
web-Stanford [197] 282K | 2.31M Web graph
ca-DBLP2012 [196] 317K | 1.05M Collboration
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4.3 LR T FHEESEAE B A
Name V| |E| Content

com-Amazon [197] 548K | 926K Community

twitter-ICWSM [195] 820K | 835K | Social network
soc-Slashdot0902 [197] | 82.2K | 504K | Social network
soc-SlashdotO811 [197] | 77.4K | 469K | Social network

soc-Epinions [197] 759K | 406K | Social network
blogcatalog [198] 10.3K | 334K Blog
ca-AstroPh [197] 18.7K | 198K Collaboration
email-Enron [197] 36.7K | 183K | Communication
ca-HepPh [197] 12K | 118K Collaboration

soc-Hamsterster [196] 24K | 16.6K | Social network
ca-GrQc [197] 52K | 14.5K Collaboration
*ca-Patents-AM [200] | 2.08M | 11.5M | Co-authorship
*ego-twitter [197] 81.3K | 2.42M | Social network

livejournal-group [199] | 10.7M | 112M | Social network

cit-Patents-AM [200] 6.84M | 54.0M Citation
cit-Patents [197] 3.777TM | 16.5M Citation
yelp-business [197] 86.4K | 3.22M Rating
beerAdvocate [197] 334K | 65.9K Review
*weibo-retweet 10.8M | 50.1M | Social network
*amazon-Good [197] 3.38M | 5.84M Rating
*amazon-Art [197] 28.3K | 28.0K Rating

O AR IS B B AR AT 2 R LA AL

BLESELE : A 5 P A S0 0 E — 5 2.4GHz Intel(R) Xeon(R) CPU 1 64GB
WAFECE AL B

BIEE: ML Tk B 2 A H TR AR A R Hh IS B 00 A [ s I
17525, HAfHE Stanford's SNAP database [197]. ASU's Social Computing Data
Repository [198]. Network Repository [196]. AMiner scholar datasets [200] P & 3k
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(a) The densest subgraph (b) The statistic of spectral vectors  (c) Contrast patterns for the DBLP

detection for all graphs. for k. co-authorship graphs.

&l 4.2 SpecGreedy BiEAE KL B LMW MEEE. (a) A ME LR E T RN

H, SpecGreedy BATEEHIRT Greedy HBBFEMES T LR Hp, X
ca-DBLP2012. soc-twitter W) KA B =4 RIIOE Ho 43 ik B 58.6% AR 3% . (b) %
THEEEREK c BEHER. N T2HEBELKEEERE IFTRHEE k=1) L83
EEBREENBETRER. HRPHBEARREERTHTFAESE k=108, &
B IR X RIRISER & ERIZETSR . (o) B T HRE 2000 £ 2017 ££4 DBLP 3£
EVEEBEEME R IEREE P RUAZ RN L7 EBESK FRERASW), HHE 2017
. 2015 £/ 2014 FHEEFERRWE, BTN M E5FERHEERR.

Figure 4.2 The performance of SpecGreedy for the real-world graphs. (a) SpecGreedy runs

faster than Greedy algorithm in all networks for detecting the densest subgraph with the
same or comparable density, and achieves 58.6x speedup for ca-DBLP2012 and about 3X
for the largest graph soc-twitter. (b) The statistic information about the spectral vectors
for k. The densest subgraphs with optimal density g are achieved in the first singular
vector (k = 1) for most of the datasets. The blue bars show the statistics of k¥ when
algorithm stops given the parameter k¥ = 10. (c) The contrast patterns (all cliques) for
DB LP co-authorship data in 2000 — 2017 with the positive residual G . There are some

extremely large cliques in 2017, 2015, and 2014.

H Koblenz Network Collection [195] %, 3 4.3 H41 H T At F A9 B0 S tH 7 (1) B4
WHIVEAIE R, RPN o8 32 MR, 5 E e — 5 R
FTE RS, AR CERE, R 20 m EIRER J7 1 Hrp oK e
K252 1.47B ZEIA soc-twitter HI5C R, /M TEHR B A2 14.5K H)E

2.

S8 SRR 4.3 AR A A REAT T A A o
SEB: AFSI 75 HA R AR T B SRR EEE, B HE Greepy [91],

SPOKEN [54]. #1 FRAUDAR [69]. H:, SpokEN Wi id % 4FF [n] & 1) Bk W LA
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A R IUE . (NE4.1b7R) . XL RN R HHE 4R b, SPECGREEDY BIL )
IBATE R, A 17 DM EARE IR Y 3.0—5.0x fiF, 8 AMINE Ly 1.5-3.0% £,
AT T A BRI A 5.0 — 7.0 £ X ca-DBLP2012 KN Lk 58.6x i
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EEXT 2R 4.3 TbRE I HAR 5 AN TR S .45 3 R 45 2R . SPECGREEDY
XA 3 AN EFE AR LR 24 — 39x £i5, FANFEASIIE LA 11 - 17x %,
1M GREEDY HLiF%t 77 A D HUEOE AR IV RER IR %, RRTETEREM
BB AR Z A RS BLTA 1A e 19 B 2 AL

B 4.2b 45 TR E g IR A 8 kAl LR SR 2 b
G B K S5 E W B B L R & ) SR AISEPR k RIS RS k
(BB K VR 75 B2 T 22 (I 1) 56 B AT S B 20« R 3dE 7 B AT Rl DA 2 6 i
LKA DR
AR 2. NEIFTRIISLIG G RaT AR H, o FREZHEIRE, 2] 2A ik
W g MERE T ERZRNM T AT RAE, A5 AR T AR
&=, HAA 3 MNEFREEE#RT S MESHE: 54, 78 26 KRR+
SPECGREEDY FLVEMRIEIR AT 2 L5 4G, HARMI R ER A FTA R 10 N8 7 W
= (HWRNSEE, s TR k< 10), HFERFE T XSRS 2]
(B BERUN (B 1 IR AN . 25 ) B 77 B I et 2 A U~ 3H

B0 R B B Ay R R R R 25 R, HA AT top-(k — 1) DA SR
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4.6.2 Q2. WA

A/NTTHGAUE T SPECGREEDY B3 BE A% 71 0 S TH 5t e Aok il 1) vy ot & 1) o 2
T, AT DAE AR RS I BN [F] 25 B v N T T HLEVRE — AN KRR ) DBLP
SR A R 45 A A 38 B S5 2 B B 2 1 B AR
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B 4.3 SpecGreedy HIETE A B LR ET BIESTT. (2)-(b) XFMT AR Dy 3 5
T EABERUNRE FERNNEHRLER. HPHEEMELN T amazon-
Art BHERIAETFEE. SpecGreedy KRS Greedy HiEHEl, HARTF SpokEn . (c)

SpecGreedy EIEKIZATH E 5 BRI R/ (BT RE) B2LEMHEXRR.
Figure 4.3 SpecGreedy performance for the synthetic graphs and scalability analysis. (a)-(b)

Detection accuracy for the injected dense subgraphs with varied injection densities. The
solid and dash lines correspond to two different subsets of amazon-Art data. SpecGreedy
achieves similar accuracy as the Greedy algorithm and outperforms SpokEn. (c) The

time taken of SpecGreedy grows linearly with # of nodes in graph.

4621 BENENGER

IR Q1 HhHR S W B, K 4.1b JBoR T E R TR SpEc-
GREEDY SHUAAHR T340 J77% GrREEDY A1 SPOKEN i3 21 5% 1 B ) e {10 % 52
M LS HE B
AL 3. B SR8 45 B mT DU H, SPECGREEDY P RE— S 1T Spo-
KEN, 7R S A 8E e kil 21 7 BoAT RS iR T BRI R, BAE soc-
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WEBME: AR T IFRMFLT (https:/github.com/wenchieh/specgreedy)
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FHE ST BB . T S 3 5 b ) sk R B o I = A, Ee
core-peripheral 454 [ %28 1 R B A& 1 X 45 o

DR, A SCHE H—FiBi IMEZE CatcHCoRrE, RERS AT R & IR A 2 v i 74
FrakE., AREBA IR 7 — MR DU R R AR R R 7 AT A
W4 —4Rbr I TR IR % 5~ e, DLHOAFERE, CatcrCore i1 2 K22 B AL )
77 R B RO R TR &G, Al T R/NMER K HEN MDL
HITEO Fa bR R BRI S5 R A&, I A L 2 i 5. 7E& )
Kb A SRR K S i 45 SR W], CATCHCORE 7E A 25 7 5 EAG ) A S 7 A
R i) g e v s R O T FoAth H R s A0S B 7325 1 H. CatcHCORE 7E DBLP
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B 51 BRWHEFHRKERBIUH K CatchCore HEBERER. (a) 5 T #E TCP DUMP 35t

TRRAFREFREERRRQNREZE. (b) DBLP FEHRUIINE ERERZ, Ha
220 AL A AEE MR B . Kb BaalRElRERE 8 fEEHR (uam
FIRFTR), REVIEERRERLE 3 E/H (2011 - 2013), HARBEERHKSER
BB RNRAR, BT RRANBEEEERRRETARKN BN, (0
EEREAE RN BN B HHRLE T CatchCore HEREMR T HAM T ¥, REBRMBINT
B B B E HE Al T R M 45 R 10 £ (d) XFEEHARTTEE, CatchCore 7E DBLP 3
| B BEEEROFABER, HhERNEEER 4 BTFREE, HEMNNT
& 5.1b fi7~. (e) CatchCore /T R S EFEZTEHELRERR.

Figure 5.1 Examples and CatchCore performance overview. (a) Example and workflow of

84

hierarchical dense subtensors detection. (b) shows the detected dense co-authorship re-
searcher group (a multi-layer core) of 20 users in DBLP. The densest block (red) lasts
3 years (2011-2013) containing 8 authors as the list shows, the outer hierarchies (with
different colors) include other researchers and exist in various time ranges (text labeled).
(c) CatchCore outperforms competitors for detecting injected blocks in synthetic data,
it achieves lower detection bound than others. (d) CatchCore detects dense subtensors
with higher density compared with baselines for the top four densest blocks in DBLP.
These blocks correspond to a hierarchical group as Figure 5.1b shows. (e) CatchCore is

linearly scalable w.r.t the number of tuples in tensor.
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% 5.1 CatchCore 5HXFER B

Table 5.1 Comparison of CatchCore and related methods. (v, /\ denote “supported' and
“partly supported' respectively.)

N
—~
§ § £ g & =) ¢
) = & - Z g S
) o ) 2« j<3) Q
S 3 ] Q S S
¢ YN ¢ g g2 z |3
QS U 4Q 9 4 o
Multi-Aspect Tensors | v v
Hierarchical Structure v v
Detection Evaluation | /\ A v v v
Linear Scalability v v A\ v v v

Xof L DX PR B B S5 A RS B0 A AT IS 2 2] o [211] 38 2 AL I SR IR Z i Bl
RS 22 AR P o RSS2 . HIDDEN [67] A6l 1 B o 2 YR AL A 35 1 IR 5
IR T G RRVEAT . [204] @it RIBS FER A k-core J3 il vt S % 1 I
JER o AR EIRIX BT AN BE T 2 RO vh 2 A S5 A B 23 HT

523 HEMEVERM
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69, 166], P25t o H R IE s B [89, 921 LA [FIXPAT NAE [89, 92, 93].
# 5.1 45 T CatcHCORE N _E IR 4340 9 7 148 LA 5 THI XS B, AR SCHY

CATCHCORE L% A& ME— Be i /& BT Bk 1) 7125
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ey, H|x]={1,....x}. R52FFH T JasE80 5w AR S g Lo
L R(Ap, ..., AN, C) BoRn—H N 4E@1 (A, ..., Ay} ITRIRIIOCR, H
F AR REME N € e N2, B R, RoRBME A, FIOAREKNES, HTR
Na, €R,o STFEF—NEHE G te RUSMER ne [N, t[A,] A [C] 5

MM TRR A, M C PRNT ¢ 0fE, WAt 1[A,] = a,, 1[C]l=c. XFE, ZTT
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Table 5.2 Summary of symbols.

72 & X
R(Aj, ..., AN, C) | HIKERRWZ TR R
tay,...,ay,c) | K& R PH—ATOH (L)

N sk R AL H

A a IR R R AR 8 MU

R, R HEME A, WARENES

Mgy, Vy, Sq | 208 RIS (ARRURTK S5
nnz(R) R HAERITCHRIHH

p(B) TikiE B MEEEE
x, € {0, 1%l | R AR SH n AR 2R )

X 5k B MR R A A

B=<R Fon B R R—ATIKE

RxX R 5 X ) full-mode e

K T2 B B R A

A N2 4
p(>0) Tk E A O AH AR ST R A
n1) FHAT 1 J2 18] 25 B2 LU A

KR ROTUERIRNKADNRF Ry X -+ X |Ry| BIN-way K& X TKEF I
BWH 0. 2 R(n,a,) = {t€R; 1[A, ) =a,} &
7~ RPENE A, KB EA a, BTG TH, HEER—AKER n-mode VI v
(B (N = 1)-way K& . AL, & X REFIE (mass) N IrE AR L EEM
HZA, B My = ¥,cq?[Cls R HIAEF (volume) 19 Vi = [T, IR, |, K& R

TCHHIME, 2 ¢ ARAER N 1[C,

4 (cardinality) ARG AR/ ZH, BT Sy = TN IR, |-

—H R PREENTEMENTRKEELARR B = {r e R1A,] €
B,.Vn € N1}, BI B PRTdrs— 1wt A, WEHET B,. HKERE
LR, B R — KRN B x - X |By| BITH ( “block” ). XH?
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User Item Date #Count Sep 86

Aex | B Sep-6 7 Sep-6 /1 5 Z 1 / User: x;,=[1,1,0]
Chris | B | Sep-8 4 Alex | 1 | 715 |fo Item: x, = [0,1,1]
Dora | A Sep-6 2 Chris | 0 | 4 | 3 - 1 2 :x3=1[1,0,1]
Alex C Sep-7 1 0
- ; - Dora | 2 | 1| O
A B C
(@) 3 FEXRER R. BAFARSIER) (b) KEHRERH R (c) FHE B FERHEE
(a) 3 dimensions relation XR. (b) Tensor Representation of the  (c) Indicator vectors for
(only a small part are colored) relation R attributes of B

B 5.2 ZABARAKERTBEBTH . (a) B R(user, item, date, #count) K1 LEHIE . (b)
A 3-way KEEAMRSR R, HPHERRKERRTH (a) PHSERCIMRA TR
5. (0 WSS RESEIRTAR, 2R B NERHEEN X, = (x,.%.%,),
BEA V=1, x|, =2+2+2=8.

Figure 5.2 Pictorial description of Example 5.1. (a) Relation R(user, item, date, #count). (b)
3-way tensor representation of R, the colored region indicates a subtensor B formed by
some colored tuples in relation R. (c¢) The indicator vectors collection representation for

subtensor B can be denoted as X, = {X,,X,,X;} and V; = H?zl ||xi||1 =2%2%2=8.

HBKRER“BRRITHKE” BRFR: BRRIITIL ATRLE LT E B 1)
i, EARAGKEHE, B b, M TEEM A e [N, ATUH - MERFE
x € {0, 1}l SKFITRAE— B 0, e R, BREET B,, I H x[a,] =14 HY
B(n,a,) C R(n,a,). HIt, BEHREEELRATLUH-MERAEERER, B
Xy = {x, € (0. 1}*;vn e N1} —2R5BRIHER A, Xy = (0% vn e [N}
St RT3k R (Null tensor: @), 11 Xy = {17 vn € [N} S RF ik R.

G — AR R MR x e {0, 1)R0, NIRRT 58 0 A8
{a;x[a] = 1,a € R,} T T R EAT LRIR A R X, xo H “x,” K&
A E K n-mode FeA%, WIskE R S5KE x 2 [AJR RN ER:

IRy

RXy XDy iy iy iy = Z iy, 0N, €)X
i=1

AL, RN THRR R AR Xy T ok B AL B = Rx (x) 0 - oxpy) 11
23], H “x” ZEKEN Hadamard AR, “o” = [A] SN,

$ 5.1 (Review History). & —Fh £ J6K &N R(user, item, date, #count), ‘& 1=
N EMEAN { user, item, date }, B — C = #count 2 EEEME. R FHE—IC
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Hit=(uidc)RUHAF u fEHIAN d BB ZH @ FEIRECN c.

K 52a %5 TRA R—ARBIER . Hoif R) = {Alex, Chris, Dora}, R, =
{A,B,C}, Ry = {Sep—6,Sep—7,Sep—8}. K 52b FHIHMILISERT —
MNFIKE B < R, HMEEN N B, = {Alex,Chris}), B, = {B,C}, By =
{ Sep—6,Sep—8}. FIH R AR/ RIAIEE Xg = {x1,X), X3} (WKl 5.2¢f7R) AL
X B AT RRAIEE: DERIAE x A%, BT B, HAEE R, ) “Dora”,
Fibhx, =[1,1,0]; HAEKBAEBIGEL, Ve =T |||, =2%2%2=8.

54 B SHESS

A BT AR H — R as A R S T AR I g — B e s, DU TR
T2 Tk &, SRS B2 A 2 7 5k B AG I 7 i) R =0k 5 S
541 WEFHKERMIELR

4 R E—A N-way ik&E, B RPHERAESE Xy &€ XWHFikeE, M
2B JRE My W RRN:

MnB:RRXBsz,Xl Xl "'XNXN. (51)

Horr full-mode AR x 1% 4EEEE AN BT IR ) n-mode 5K & - el BLRAU
T [80] A TR E REE X, ARG T AR IS — 4R br

EX 5.1 (ENTRY-PLENUM). € X & —MERAESE, ¢ 2 DEEESH, 4%
FEZE P TR I R H g A1 h, T entry-plenum € SCH:

0 X =Xy,
fpX) = (5.2)
g(Mx) — ¢ - h(Sx) otherwise.

Horr, Mx A1 Sx 73l X € ) R 3 sk E R RN, Sy ATRLZ Vy,
Sy BHARE A

KL HIAE T Tk 8% Z 24865 [89, 90, 92] A REAN A B IR Atk
HEZ2 . 5,

o L g(x)=logx, h(x)=logx, ¢ =1H Sx=Sx, fs(B)FEMTHALL

My

=K . . _
JR & (arithmetic average mass), p,;(B) = ol
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4 g(x) = h(x) = logx H. SX =Vx, MEp=1, N f(B) X AR
% (volume density), Bl p o, (B)="2; R4 ¢ = 1 ~» W f(B) T L2y

[l 5 (geometric average mass) pgeo(B) ;Vl[/?\’

MBI entry-plenum & B ACKRE, TN EEE— T g(My) 1517 ke il i &
BRIk &, i 58 I ¢hw@WiﬁEM%%m¢%, T AFR
HHtk, 7E entry-plenum % FE3EAR T, &% 1 kSRl )@ e 8 T2 4k e SOR:
, B 28 2 (B % (g, h, ¢)-entry-plenum F5K =AM, e — 1 N-way K& R,

—MERER ¢ >0, BIGHRE g M h: WB]—MERAIEE X, FAX

TERTTRER X = {x, € {0, 1}l s Ve [NT} 32 £,(X) 2 £,(X).

o, mfEnmREE X FHOTKERKRZ AKE R FORE (g, h,¢)-

entry-plenum § K=,

TEZE € F LS R bR GO0 T, 8N B % T 9K = BRI 1] @2 NP HE Y 90,
1761, X 5 R K E T 5 &I LVPF AR @R BT RIEREE, BART
%169, 90--92] — R AT L I A SEE, KHE R — DLkl 7 XoE S35 B2 48 b,
FIEAR 7 Mg S ik 3 R e Ui . A SCER S T — ] DUIE 6 B AR AL
FR) 1 JEE SR SRR FA) B3 3 1 ok e Aan il ) il o 25 78 HE — W R i Far ) B 2E X, ARy
— AN RAE, BT FIR ARSI E R A R S AT LUR I 3 R £ 69 4F &
P Gauss-Seidel (GS) [212] TTiEBATIRAL, FERASWSAEIRE —HiEM: T
TEMTE LT My A1 Sy MM ER MR 3. Bk, RER%E g M A w]
T, AT DICR FH2E T FE LA ) SR AT AR | 58T . IR0 R I ¥ CatcHCORE 5
VAR, XA SRR (R ) [R]85 4% B e AR )

542 BRRUWRETKE

SEBRN R, 5k R IR ZE T2 B TR R E Sl E B SRR, 1M
ASTEAG TN A 25 7Bk 52 (89, 90, 92] FHRIZINIREE: BATESH HEF
o AE NI B SZBRE1 A0 P B af i B T 2 4R80T AR E I E AL S5

B 5.2 (M &5 MR A ). DARPA $4f 4 h 615 25 60% 111 H Bl 2 Hbrit N 5=
WHA R, KZHGE AR IR NI, b R 25H 9 RARKI
7, Ul neptune, smurf, satan 5. IXEEA[E NAZ LA A RIS a@ g . Bodixt
FIVBEIFEBAT A, A T AEAN R (R B A X 40k R 25 i 2

91



DRI P Bl 1 SRRV A e e A a2 0

s A N-way 3R R, AT B IOZE THRELAMEZ R E 2R RS
REBE T3k JLALIT p(B) FOR THIE B ML, B* %R R P OLTH k2
AR TR, A T HE] R B BN, B G A K 4R B
MEESR, SRR I SUNZIH, S5 B R, R K € NY,

LB 5.2 (Z IR 15K 8 (HDS-tensors)). ®MTE k € | K], T3k& B 1, BK fif
MW, BT
1. BEAR: BN THRENZEEFEREXR, WAEEE 4> 1, ff
4 p(BY) 2 np(B).
2. BEMZIR: 1L 2RI K B4 BN S ( “close-knit” ), TERE EH%
¥ Bk < B, A BE c B vn e [N

XA, AE K JE ERBIMPAA TIKREM R T BRIETFKE

TR, A AT B - o e I 502 EL R A ok S3- 4k HDS-tensors
HINERANTATH, PUONEAIIFRA S EA R R K &, R, ©
AT H 2k [ — 28 FUE (B2 A Z ER 7k R AR 540, it
— MRS I8 358 VA E 7 i DA B AR A e i H TSR B 2 S

H XK FoRH % 75k & B, U HDS-tensors #6051 A] 72 3040 52 UM ‘
5] 3 (2R HH % 75K B HDS-tensors R €55 (1) A H N-way ik
B R, (2) FUARARITZ XA % 2 R E n?, B) il i 2 2 I8 K 3R
e rmEE (X, ... XL r < K BHAERBEZEZERNERLF® TIKE,
WR: pX)2npX 22 pX) HX <X < <X

T RRIIELL, AT PN R R 2 (A ZE i B AN R AT A — A I EE

TIAERE L, BeAbe —Fh 3 B NFRIIR B S5 (k, n, i) SRR FE R~ A 2458, B
X(k,n,i) Foon X n NMERA R X, A | M EITLER X;o X(k,~,-) Al X(k,n,-) il
Fon X5 XE R R E X,

55 BEAESaW

TEAR/NT R T — M 2T SRS 1Y) CaTcHCOoRE B A 2 IR AL % -7

K&, JRea 7O T EEIYERE T
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551 ETFMURIAETFRERN

Pedb, FETARRUE R L, 4 B A AR R AG entry-plenum FE R 5L
4&&%%&%%%3%%%WE%XWB%%E%%%%=%§=Eﬁﬁm,
HH AR Vi SRR SRR S IR TR, B [T, [IX1100 HAESE D
T 7ok & BT £ 1E W KT T RE I T4

N T RBIE TR e, R BRI KA BT py 227 6P LA, B
BT P BB M i KRR TC AL e o KA B B R, TITE O-1 Sk B R R — AN e 4L
A s Ak, wSEE A X s KA (5.1) B XTIk ERER, 5~
PRI R AP, BB R RS, R T SR N
TR 55 1B 7 9 T 806 o

ELOL L, BRSBTS,
BoMeH A IR B e, Fk, ACSCH R R H

max 700 =+ pRxX-p [l stx €00 vne Nl sy

(Xt 3
He, p> 024 EMNETN S

IR SO R REAE T AR AN TR E R AN AER o 5 HR R P (X) 1Y
TIHERED A ([C; T HA R — R T T p RRTEST (AT 7[C] = —p)s
X7 % B AR R R B Rk H AR K 1S i & A B B M B R o
HAFEST . M HAZ H At N T 5% (g, h, ¢)-entry-plenum T 5K &2 ) — 5L 614k,
BEI N IS HOBCE N g(x) = h(x) = x, ¢ = 1%,;’ H Sx =Vyo

BT A (5.3) FfRRAEICRE S (AR E, Kk, Hirmi rX) 2—
NEHAE AL A NP AR @ X H, K 0 — 1 BB i) 23 1 20 SR 2% A
JBORA Sy — 22 T 2 [ A e (R b R i R, B A2 0%l < x, < 11l A I
AR FMLZRVI T R(n,a,) JET B FIKERBEER, H&AREEERERN 1K
JeB 1t 2 B e A%
552 BRXUHEEFKERM

HT Bl pEcE kBRI E X R KRR IRACEE 1k E
[ BT RS BRI AR 5.3), BIE K Y, FXF), FREnz
HI iR 2% T HDS-tensors & XA HIZR A IRABE LA 1, 5 k JZH%
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TIKEMEEATLLRINA oyt > npxes XH > 1 EEEEUE; RIGEHL

W2 (B < B < BRY, RIS N T BEGAR BIRARIR S R, FEom v AR T

B Xp1n < Xgony < Xpe1 o V0 € [INT, KEEE X0 =X, XK =X, H

i, 15 2RI H AR R 0N
K

e 27D

X 5.4)

S.t. pxh+1 Z I’I,th, X(h+l,l’l,') S X(/’l,n,-) S X(/’l—l,l’l,~)' Vh (S LK_], ne [N]

RIS, XA A R4 %6 %5 TIEZREAX (BMV-NLP) 54k i B2 RN 1, R
FEAERNT IR TRIOE, T L@ T T 1 77 2R e 5 20 s S P AT A A
e, FEHR B BRI — AN 4 a5 = gy Zomit XE AR
Sl R IEMBAT 5 GXF) = RXF = a1 [T |[X ||, - ATRAEE,

ZUi[EFEEA entry-plenum 20,
K1, HDS-tensors Kl i A 4 LRI EE AL FBR

K . K ;

e ]; FXY+4 Zg G(X’) 55

S.t. X(h+1,n,-) S X(h,n,-) S X(h—l,n,-)' Vh (S [K], ne LN] .

Horp, 280 2 HE NI > R . Bt D R IT 2 R R BAS 2

N
X = +p+ HRXXK — (p+ AdF1) H | Xenoll; -

n=1
AR (5.5) R B R BT EHRR N FXY + X, FXR). WFTRTLE H, Xt
T k>2, FHXE bk ERoEITTHNIR T — S (k- 1) Eh ek oA K
W28, HHMET AR R RS EZE R E R,

553 MULEZX

A SCHR H CaTcHCORE FER KA EIRILAL IR &, H 3 EE5ktn Alg. 6 .
EEXER FH AR 7 2% e BMV-NLP flifbinl @, BT A (5.5) &= Hir
B, RIS R —NMER R X ) A S AR Bk, SRAEE IS
SR AT R AR, BIFER— Rk, B M50 SR 4R s r R AR 2 A
Ml T R s A AR, KPR RS B HR R ) i X, SERTRS,
KB T R G H . RIS AR EM, N TAE—%E n e [N], HAT
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$3: 6 CatcHCORE Algorithm: HDS-tensors detection
Input: (1) the N-way tensor: R

(2) the maximum number of hierarchies: K
(3) the penalty value for each missing entry: p
(4) the density ratio between two adjacent hierarchies: 7
(5) the regularization parameter: A
(6) maximum number of iterations: 7,
Output: The dense subtensors indicator vector collections: {Xl, -, X)L

1 initialize X', -, X% as X3

2: compute ||{ka) f}|| (Vne |N], ke |K]) > initial norm
Xp Jinit 2

Bt 1, r<1

4: whiler <1, and Eq. (5.9) is not satisfied do D> stop criteria

/I Gauss-Seidel method updating
5: fork < 1...K do i for the k' hierarchy
6: forn < 1...N do b for the n'" dimension

> block coordinate descent

7. x¥ « ONEWAYOPT (x¥)
3: end for
9: update X*

10: end for

11: t—t+1

12: end while

13: while r < K do > select significant subtensors
14: S = {Xppymax X, ) <1,Vne N}

15: if S # @ then

16: break > no significant subtensors for hierarchies > r
17: else:

18: re—r+1

19: end if

20: end while

21: return the resultant » indicator vector collections {Xl, -, X)L
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TR Xy TE o 4828 0] P AR B R B X gy T Xgeg 1 TG BRI
B A BT LUK A 2 R 3 0% < Xy < Xy AT BURF R VR 2
x!x?, ... xK,

BRI : BHHRET (0% <X, < 1Pl vn e [N} I0203R, RIS
S At XK A R TR, AR X5 ARJE R th 8 — 2 (4 T S (R
LI {0 <Xy, 3 < X1,V € [N}, AR B 2RE HABLI A AF, AT LARE—
SRR X2 XA VR LOZ R R AR K EA % 7k BRI T e . HLk
SEPUIN, A2 R Trust-Region 7795 [213] KR — A0 S L5 M )
TR, TR AR (5.5) BT AL i)

N
min S LXK ==+ R X+ e [ ] X,

n=1

X

Ko K T (5.6)
—(14p+ ) Y R X+ D0+ Ad D [T 1Kol
k=2 k=2 n=1

S.t. X(h+l,n,-) < X(h,n,-) < X(h—l,n,-)' Vhe [K], ne LN_]

K B FH — 0 ] A RSB PR EE T BT 95 1214, 215] SRIEZAAG
B RE ARG, XA (5.0) TR x,, TSR AT

Vi, Mg = RX(_py Xg = RX) Xy o Xum1) X(u—1) X(ut1) Xt 1) = XN XN
.[H:’ H*ﬂ?@;ﬁ f() Xﬂ‘aﬁ X,ll (X(l,n,~)) %H Xl,f (X(k,n,-)’ k> 2) E@Tﬁﬁfﬁﬁj\%’ﬂ%

Vaf==0+pVaMx+p [ |Ixl 1

x,€X!/{x}}

(5.7)
Veef ==(L+p+ DVaMy + (p+ 44 T |Ixl, 1

x,€XK/{xk}
Horp, 1 R — KA R, | 94— RN xp xb f ). 2 x, FORTERY
BRI SOHTT iR kR ERIEAE AR R, B HIEANUE R %, = P(x, —aVy f)
ERMM G, i P() Rk & 508 2 2 ik (0 Fn] A7 8 a A
=V [ RREEMEERTTI, o NEHDK, aTBUEE Armijo 5 KiEH
RIETHEAFE]. 7ELL Armijo BU B LA 27T, EEZUGHEEELIT %
P20 2 R E — MBI K o, HAF I

FEXE )= fGXN D <o (Vg HT R, —x,) (5.8)
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S Xk Rl TR IR AR K, 08 XE R R x, LR,
BH o (0 <o < 1) FREEN 001, SRR T BLAz B i o 57 2130 R K028 K J2
(R 1 A 0 — MR T x,,, ELRTE R 517 ONEWAYORT 411 Alg. 7H7 7.

A AT CatonCore MR A R (5.6) 5 X HBIGLAL FRE. 500k
¥ S A SR BT 1L, BIEESE 1 R 1 Rn,a,) (XL ) 3
SRR N 0.5, HoAl S IORIRARESE 0.01, JCRERT Bl— AR L3t G st 51
BT LR TET US4 R A R A B B TR — B L, AR
SRR T A BB IUCEL gy ZITRA RSN, SRR SR T — k47 SR
e B PR AU 2411 4%

(5.9)

[T
Xn 2

Ve j}Vn,k}
{ X ko) 2

o, VI f RTCRBIBEEHRERRAE, AR i et Hr 20y

s . P .
min(0, (VX,;f )i 1 X iy = X100

P _ P .
(Vxl,gf )i = (V)i 1 X1 i) < Xy < Xie—1,mi)s

(max(0,(VE ) if Xoemiy = Xmtmiy-

SRJ5, CATCHCORE i FH ONEWAYOPT 5775, BEHAE A Z X HR4E
SR FR R I B RIS BE, RiEEE K BPREEN r B PREE R
CERLR[A] (559 — 14 47FTR) .

U Alg. 7 Fizn i) ONeWAYOPT 53, FILLEH XK (k € |K]) FAEE—AMH
N X, Armijo EHTHHE R —AME LI ERS K o B R H b R 15
B P, X BRI MRS 2% (line search) [215] (177 2R % H
AR (5.8) A IR I R B B RIE, 4 o FREH x, IS KK
N FHBEES %, MRS KA Bk, EEH &, B, H o EAHVIGEE,
SR BRSO N JF ORI B A5 (0 < p < 1), 4T AR (5.8) I, EIFRE T &
RAPEK RN, Alg. 7 1) Line 8 - 12 X R F H 88 R o (0P IR, (EsLik
BE =
554 SRIEFSERITN

TR TTH T S p, HAEHIE RA T IKENRICEE, MHEEL
A WIS B 2 e I 21 ) J2 R B S AN TR B 2 T 5 FE 2 Ak . IR, R
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FB: 7 ONEWAYOPT Algorithm: one indicator vector updating

Input: (1) the indicator vector x,, to be updated for Xk
(2) the initial update step size: o
(3) the ratio of decreasing the step size: f € (0, 1) (default %)
(4) the linear search parameter: o € (0, 1)
Output: the new updated indicator vector X,,.
1: compute the gradient Vxn f as the Eq. (5.7).
2: compute the objective function f(-, Xk, ) with X,, (as the Eq. (5.6) shows)
3: initial @ « 1 > step size for updating
4: while not satisfy the Armijo's condition do
5: X, = P(x,—aVy f) > the new x,,
6: compute the objective function f'(-, XI;n_)in’ -) with X,,
7: adjust the step size a with f based on the condition in Eq. (5.8).

8: if the condition in Eq. (5.8) is not satisfied then

9: a<—f-a > decrease a
10: else

11: o« % > increase «
12: end if

13: end while

14: return the final X,,.

BERLF R, AT R 2 B 2 B DA R S — 2 i S MO L R R SR VT
S MR L A SCHR T B A K MDL 7 Rk R R ST
AR [ 5 o JEREE E i, STk 2 v L 2 3 R 0 5 SOk S D A
B R 7 AR SO B 0 B e B T 0 DR 2R il 75 35
GRESICIE . B L, BRR AL . R AORRAER . 3T DR B ) LA
DL — AT R IR R AR

3§ FHER IR Xy (k € (K], n€ [N1) PRI K BARIA AR
MBI R, SRR IR A I RBEELE R X S SIS T
Xony < Xty FHEAEAE, R B P b (9 050 T, LA % 0
SEEHAT ERGID: HAMELHATERN: R = (Xgni X = 1,Vi €
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LRI, 1Yo fEARIAE x FRIRANN HX) = = ¥ c01) PX = @)log P(X = q), 3
HP(X =¢q) = IIZ_Iqh’ ng FoR x PHUEN g cEANE FL, faRm g XE
R K E N
N
LX) = Y (log™ [ Xgeno |y + [Xernoll, - HED)

n=1

e XK =X, XF R T H% FikE 85 BT R ik ES T A
FRF B < BY, RN T BEEE T — M2 o A 0t L P A7 (6 22 R 40 1 T 2L ik
TmtL RN, B BX = BF - B, St FAT—Jedl r € BY, Wi 1[C] € (0,1}, ¢ AR
A I A R R, R [C] e N2O, AT L@ LA BX (B ppe N
SHTARA /ST [89] RAEBIEE . Fk, B* MK ERRN:

L(Bk) — Z ng - log P(X = q) + Cpara’
q€(1[Cl;1e BX}

Hrf, P(X = q) o Ak 8 P R IMED g FIBER, C,,,, Fon P RSN
GRS CUJEAR 7 A A AED o

FET BRI ENRARL S R=R— B, 8B A (05 5 vk A0 2 B
JRAAE, X BLR NG I 2 4 b SR R i A b iy oL, g Lo

W LR S IER G R, FARNEE K BRI T RER TR EE
RFREANKE R BRI

N K
LR X', . XK) =log" K + ) log* |R,| + )\ LX*) + L(BY + L. (5.10)
n=1 k=1

N TR RERIISE, v LU B & 5 vEAE ] BE 1S 800 B N 3EAT RS
2%, EHERMKSHEE /ML MDL . £)G I sLih<F%, i MDL
J N 8 1S E06 BT HDS-tensors 1 B AL 45
555 BEESH

AT 25 H CatcHCoRrE BIENCSME 18] A0 2 (8] &2 2% BE A ERR 40 BT

WRAGIHE 5.1 45 7 CatrcHCORE HU B s A B0 iy Wie S50t I o

B|H 5.1. CATCHCORE ik 45 F L6k 3| 2 — 33 &,
"og* x FEXTEEHL x 1iE gD [216].
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JER. X FHAR (5.3) B X BTk, CArcHCORE HIAZ & 5 Hril FE X B 4
e AE &Mt Gauss-Seidel 7715 -

$£F Quasi-Convex H AR BREUISAELS 16 [212], BF—4EE TR i
MNP 2, ONEWAYOPT FEE TR AT Armijo £ P18 28 23500 % 4 AR )
A ERRG, B -ADERE & WL (VN &—x) >0, BIR R
—NRBE A (B . BMEXS H AR B BOR 5 I AT R i, X — Wit AT %
T A2 o

TR E A Tk R, CarcHCorE 142 B H & Ha/m A&, 1E & )
TR, R E el ek R, TR A (5.3), HURSIEI R IR R
I, CatcHCORE Sl & SR — B £ u

SEH 5204k | CatcHCORE SLEMIN A B R ESZH K, N & R HHEE
FICEH nnz(R) BAMEMRI KRR FIERTREREHER 534 H.
SEE 5.2 (IRIRTE UL T IR B AR E). 4 1y, & T ONEWAYOPT H-ikF A 7 2473
— 38T E PR B8 Armoji R A% & b 691% Kok #, CATcHCORE H A |mIRF AT
AOBFIE LN OK - N -ty - tas - (m1z(R) + ¢ - Sg))o

IEHL XTI My fl ONEWAYOPT 1) V, f, HERBEEHKHT full-mode
P % B X,y BEATIKE-AEZ T ER I n-mode AT IR IR K ik £ 2
O(nnz(R))s LEX HARRREL £ SRR DL L& BT, Ba X 4E
RIEERBIE, LERERN O, IR,D. ZFE, T 1y FHERIE A,
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P i, v 7 A AR NAE SR, Bl 2 DM ok & B SAAE Al x5 T D-
CuBke M M-Zoom KM p,,; M pg,, B EEFEHR: CrossSpor B _Eidfiads, If
F CP Decomposition (CPD) 45 A Ry HAJ 4G T 715 S ik B 2K 901,

56.12 HIEE

R 53 s 7 TR RS BIE N G HE B . fE Rating KT, KL
PEN % 4-way Tk &, FIR (user item, timestamp, rating) 5<%, JCAE NPEL IR
#; 1 Social network 257, ¥k 3-way K&, KN (user, user, timestamps) R R,
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Table 5.3 Summary of real-world datasets.

Name Size card(R) | nnz(R)

Ratings: users X items X timestamps X rating — #reviews

Android [217] 1.32M x 61.3K x 1.28K x5 | 1.38M | 2.23M
BeerAdvocate [156] | 26.5K X 50.8K x 1,472 X 3 78.7K 1.07M

StackOverflow [217] | 545K x 96.7K X 1,154 x 1 643K 1.30M

Social network: users X users X timestamps — #interactions

DBLP [218] 1.3IM x 1.3IM X 72 2.63M | 18.9M

Youtube [199] 3.22M x 3.22M x 203 6.45M | 18.5M

TCP dumps: 1Ps X IPs X timestamps — #connections

DARPA [219] 9.48K % 23.4K x 46.6K 79.5K | 522K

TCP dumps: duration X protocol X service X --- — #connections

3x70x 11 x7.20K X
AirForce [220] 39.7K 863K

21.5K x 512 x 512

ANTP (FH) Z ST HIERERIBE s AirForce & U.S Air Force LAN Y5 ) M
MNRH BB, WK T T-way 5k&, HARIEIES AN (protocol, service,
src_bytes, dst_bytes, flag, host_count, src_count, #connections). XTI [8] A J& M,
DARPA ¥ 4f7 [ i [ BR 57 2 43 %h,  7E Rating F1 Youtube 48 i Rk AR Ay L
fi, 7E DBLP H U A

5.6.2 Q. HERMEIIIE

S A P T AN IR 7 VR AR A RGBS AR I SRR RO W N R R
I B F score = 22X Eecon el AR il 2 A 47«

St B, LRSS0 00 A IR 7 ki T — AN RN SKXSKX2K
FEIEN 31070 ) 3-way ik & R, FELAFENT KA 200% 300 100 %
FEASFRIA 2, F T8 A SRR I 2 B & B 2% B R 5. WKL 5.1c B
NI RE W, TR A S B E, CatcuCore BIERT I 1 25 2R 2 HoAh
X Eb T V2R I 235 R e AT 5 B 1) %, X Bk E T CaTcHCORE [R50k il 45 AR
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Table 5.5 Accuracy of hierarchical subtensors detection for Synthetic dataset.

H1 H2 H3 H4
K Injected Densities
CC DM CS CpD|CC DM CS CpPD|CC DM CCS CPD|CC DM CS cPD
0.01 4+ 0.001 1 1 0.14 0.14 1 0.183 0.89 0.89 7
2 0.1 +0.01 1 1 0.25 0.25 1 0.89 0.89
0.25+0.1 1 1 0.35 0.35 1 0.257 1 1 -
0.1 +0.01 +0.001 1 1 0.17 0.17 1 0.20 0.20 1 0.321 0.74 0.87
3
0.25+0.1 +0.01 1 0 0.98 0.98 1 0.20 0.20 1 1 0.85 0.98
4 1025+0.1+0.01+0.001 1 0 0.96 0.96 1 0.51 0.51 1 1 0.19 0.19 1 0.359 0.79 0.95
VR TR S CC: CATCHCORE , D: D-CUBE ; M: M-ZooM , CS: CROSSSPOT

FXE AR RN B8 B R gk R /N 0.001: 200 X 250 X 100, 0.01: 200 x 100 x 60, 0.1:80 x 80 x 30, 0.25: 50 x 60 x 10.
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%) ‘D O
c c é S
3 & 8 \4 &10° A 806 B Q
A A G
OcatchCore @ O
[ Dcube {) CrossSpot g O O o %
10 AMzoom CPD
1 2 3 4 1 2 3 4 1 2 3 4
k-th densest block k-th densest block k-th densest block
(a) Youtube (b) StackOverflow (¢) Android

B 5.3 CatchCore ZERSLHHEHRABINEXUAE TKE. (2)-(c) HHXELT Youtube.
StackOverflow~ Android 35 % FE ART 4 FIRNS R, CatchCore FIARRINRR T
HAbXF LT () HEEERT 2 TR ES THREMITA, Rrn—MHPE—RKN
EINEIRT KRERFARR.

Figure 5.3 The subtensors detected by CatchCore achieve higher densities. In each plot, points
represent the density of k-th of top 4 blocks found by the methods. And the size of some

blocks are labeled in text. CatchCore catches suspicious patterns for the datasets.

eIV T A B R R BRAS DRI HAT S iR ) S AR Bk RE 7

£ BeerAdvocate Ml& BEE S, PLERAEITT EN T AR KA AR
BE. R K I K ER% P % 5.4 PEIH T /B SCEE b5 S R 4
B, Horh HI R B B KB B8 — A SN SRR I B i) 73, ACHL 31 H3 (1
K R R Rl A U 3 AR A I, ks N7 A T AN EE AR
INFIERFEAS B . WG RFPATLAB Y,  CaTcHCORE AEMSHERHUK DI BT VN O 7E
ANENZ IR ANEI R AN BE A 2 1ok iR, FLah R — S5t i Fe Aot b 75—
EATR A TR R T B> —AME P R R T A B ERER LA
w4k, D-Cuse Fl M-Zoom FLiEAG MALMIHERTE, TATTASREIR A 25 S 2 18] 1
PRAGEEHE], A4 o L f A I 8 A ) 86 109 N A 3 e 8 A Al A AR B K 11
Hepr#Ed% . CrossSpoT A1 CP Decomposition (CPD) tAS g #E Rk 2] 2 YAk A
WP LEWFR 5.5 P iE SR BRI g R 2 IR A5 .

BEAL, R FAN [E] AN SRS R E NI TS A A IR S 36 25 SR R B, Carten-
Core REWE AL RS Il — Le 4R & (B 4r A WA T8, B — 2 =R
(hollow) [T ik & MIAHE 4y (T ik 4E L SR LRI P2 #5430
Sy E A ENL .
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2.6 2

MDL cost

B 5.4 CatchCore HILHSH BB T, HERMLERK MDL ROBEEESH pv 0 A
K KAFBERZRRED. SRIRRNSRE MDL Cost £/, CatchCore HIETEBA
RIS HEBUETE B A#RER BB B AR TR E .

Figure 5.4 The parameter sensitivity analysis for CatchCore. The optimal hierarchies achieve
the lowest MDL cost w.r.t the parameter p. 7+ A. K. CatchCore can obtain optimal

hierarchical dense subtensors for wide parameters range to some extend

AR HAEP A E R XBEFIA CarcuCore I H Ath B s Fdis 47 78 1)
o H T — e R T PO R R B R R AR S, i A
I FRL Al B A 0 38 B o B ) B M AR L i, DA G tH B — L FLRR D A5 2R
5.1d A1 153 5 T AS [F) B A ok 0 B 1K % AT 4 E R AE SR, ]
PABI I £, CatcrCoRrE BEWS IRl H 2% Hicdhe v s B S0 R gk, LA e — Btk
PETFoAthoxr BUSR, AR He i A0 5 AR S s B8 20 R 0 A R 25 H

AT MDL # 45 Rt X HEELHEEA RS EHRE T H CarcaCore £l
25 R0 5B VR MDL B2 AR PR A R . 1ZSEgH, 7E BeerAdvocate 4 H
HENT 3 ZERMR % ik E (% 54 7 K = 3 05 2 /TH04URE), g1 2
K p My 72— VG AL RN 45 R ) MDL At AR aNE 5.4 Bros. X
TAEK Av K, p Mg, SACEREIKNZ R MDL A i), IF 25—
MRV AL, SEARBERS B S A 4 R
563 Q2. #BIRHE5FRERMITIE

5.6.3.1 SE&N

1E£ TCP DUMP [ #', CatcHCORE DA R 25 U1 51 17 b vE: ) DARPA FT Air-
Force RSP HIMNENAZIT N £ 5.6 LI T A E B ERR I R 2 (F score).
7t DARPA ##i4E I, CatcHCORE 145 Bt HAhxr b 7k, FE7E HI - H3

106



ERE e e S L S e )

# 5.6 CatchCore FEESZHI TCP DUMPs 33 FHAERE IR A A I E K. DL F1 A
R EtR, ZMERA CatchCore HIKIIIS REBIFERE 5 I BT 75 VA B BRI AU B
AMRAFIH T 7E DARPA HHEE LR H T ERUAE FKERFR.

Table 5.6 CatchCore identifies network attacks from the real-world TCP Dumps dataset with
best or comparable performance in F score (Left); it spots different hierarchical dense

blocks with interesting patterns for DARPA (Right).

DARPA AirForce H Bk o L)
CPD 0.167 0.785 1 1%1%96 100%
CrossSpoT | 0.822 0.785 2 1% 1% 100 100%
M-Zoom 0.826 0.906 3 1x1%274 100%
D-Cuse 0.856 0.940 4 | 16x 5 x24.7K | 87.0%
CaTCHCORE | 0.877 0.902 5 | 171x15% 292K | 85.4%

Rl #1] Neptune Tk (2R AAT AR, B — 5% TP 2 [A17E AN [ B ) ) S FrO 3 %2
K55 Won T 1998 42 6 H 18 H B4 7 I 3 8 Iy A% B 1) — A B B = B
FB R (RIS b I SOt s ) 7EAS [ 2 Z A AEAR K 2200, ok H (% B i
5K, i H3 FIHAhE /B2 3K AiAis A ] UG B SR M L 5 34k
N W4T . 7E AirForce 2088 I CatcrCore [ I3k 5 5 3 75 3053 A0
T ROAAE SRR Z RN, CatcrCoRE K2 (B %% T BAR L5 T
LI LA B 98%), (HIRIIAE T — Ly IEFIFEAR .

TE AL S HE 1, CatcHCORE 4R E] T — 4L 2 BE B K, W] 4E 14 50 iy (1 7
Heo Wi 5.3a AR Youtube HHE 4 B IRTIIZE B, 1X e Hy CatcHCORE #% £
(B 2 Pyl LAt e 752 it , T R B T (HD oA — A E—
RZ W5 FIAM 904 /N BORIF RO Z&, T H2 AR & 10 53— F P IIEARTR]
I 8] 9 5 5 410 475 AN P BOR ST A, BRI, S A TP BAT AR KRB b —
PR VEECE L2 A5 SEH; i 5.3b FoR, £ StackOverflow $45 4E 1 5
EFREP N PE—RZAUGE T 257 218057, X2 —FEEER 1
1745 %FF Android $¥E 4, CatcuCore Kl 2 (#1585 — ANH 25 1 B i) 5 FE 2 Hofth
JERTNGE R 6 £

b4t CartcHCoRE FER N2 A4 1) B b R 2502 B 22 200 % 1 7k 2 M)
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AR, T s T AR N AR E R A AR, ERRE R T
) T AR R S B, A A] A T SUER LS L P s 12 G2 1 45K E
DIR (AT REFF AR AR BEAN SR B e S BV ), G0 R P A A [ £ 2 P P ]
AR AR I T SALL B il

x1le3

RN N
i

7:10 7:20 7:30 7:40 7:50 8:00
Time (18-Jun 1998)

& 5.5 CatchCore REBAMMER: 7 TCP DUMP i+ RBIA R HERR)TB. 1998
£ 6 A 18 B DARPA ¥iEh, —Xf IP 2 R B R REA B BT IBRR .
Figure 5.5 The network attack snapshot of TCP DUMP found by CatchCore. Hierarchical

network intrusion behavior between a pair of IPs on June 18, 1998 in DARPA dataset.

5.63.2 JETHHXELR

GIF 5.1d, 5.1b H IR T 7E DBLP 1 H1 A7 4 J2 (058 2 5K 80 2 kb T4k
SERAVES AL X Z54), Hh g T 20 A0k A AR E KR R £ 2007 4
) 2013 FEZ MR CEMER R, B 5.1d hAH TARE R EE. H1 FoRm
HEFHR/NA 8x8x 3, #& H Leonard Barolli, Makoto Takizawa Fll Fatos Xhafa %5
£ 2011 FF 3] 2013 FFAE “HE KM MRRG” SRS IER R, FERF
By e 107 R AMEELFESENCERL 11 B2 %), BT —
AN A AERIR . HARZ RN F ok B AR HAR I IE R AR (BFE AT %4
55 AR ARG, AR IEREOEX DT HL J=, SmAMNE Ha (B % S 25 R
I 20 Hohonr bL 7 2 B Re BRI H H - HA FTARR AR 25 1ok & . R,
CATcHCORE & A H T LB A 1 77 SRAEAS R RS A s A% () #1 X 4544
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B 5.6 CatchCore HILHIAIY Rik. (a)-(b) BR THERRESKE R PETAHE. B
HHE (EE) BREXRR, (o RHRERESKE R HHRELEXR.

Figure 5.6 CatchCore is scalable. (a)-(b) CatchCore scales linearly with the number of tuples
and the number of attributes of R. (c) CatchCore scales sub-linearly with the cardinalities

of attributes of R.
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